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l. INTRODUCTION

1. InthisFurther Notice of Proposed Rulemaking (Further NPRM), we address alleged
deficiencies in industry-developed technical requirements for wireline, cellular, and broadband
Personal Communications Services (PCS) carriers to comply with the assistance capability
requirements prescribed by the Communications Assistance for Law Enforcement Act of 1994
(CALEA, or the Act).! Industry developed these technical requirementsin an attempt to satisfy the
"safe harbor" provision of the Act, which permits telecommunications carriers to be found in
compliance with CALEA if carriers comply with publicly available technical requirements adopted
by an industry association or standard-setting organization, or by the Commission.? The Act
authorizes the Commission to establish, by rule, technical requirements or standards that meet the
assistance capability requirements, if industry or standards-setting organizations have failed to set
such standards, or if any party believes that an industry standard is deficient.> To date, the
Commission has received four petitions for rulemaking asking us to establish such requirements or
standards pursuant to our statutory authority under the Act.* In addition, in response to a Public

! Communications Assistance for Law Enforcement Act, Pub. L. No. 103-414, 108 Stat. 4279 (1994)(codified
as amended in sections of 18 U.S.C. and 47 U.S.C.).

2 Section 107(a)(2) of CALEA, 47 U.S.C. § 1006(3)(2).
3 Section 107(b) of CALEA, 47 U.S.C. §1006(b).

“ See Center for Democracy and Technology (CDT), Petition for Rulemaking Under Sections 107 and 109 of
the Communications Assistance for Law Enforcement Act, filed March 26, 1998 (CDT Petition); Department of
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Notice the Commission's Wireless Telecommunications Bureau and Office of Engineering and
Technology released on April 20, 1998, we have received numerous comments disputing whether
certain specific technical requirements are necessary to comply with CALEA

2. Inlight of petitioners claimsthat theinterim standard adopted by industry® isdeficient
with regard to particular technical requirements it currently includes, this Further NPRM analyzes
those specific requirements and reaches tentative conclusions regarding which of them are required
by CALEA. The Further NPRM also seeks comment on a range of issues associated with the
Commission's obligations under the Act. I1n addition, we seek comment on what role, if any, we can
or should play in assisting telecommunications carriers other than wireline, cellular, and broadband
PCS carriers to set standards for, or to achieve compliance with, CALEA's requirements.’

. BACKGROUND

3. Since 1970, telecommunications carriers have been required to cooperate with law
enforcement agencies in conducting electronic surveillance® Recent advances in technology,
however, most notably the introduction of digital transmission and processing techniques and the
proliferation of wireless services, have hampered the law enforcement community's ability to conduct
lawfully authorized surveillance. CALEA was enacted in 1994 to address such problems, and to
ensure that law enforcement surveillance efforts would not be unintentionally thwarted by the
development and deployment of new telecommuni cations technologies and services.® At the same

Justice (DoJ) and Federal Bureau of Investigations (FBI), Joint Petition for Expedited Rulemaking, filed March 27,
1998 (DoJ/FBI Petition); Telecommunications Industry Association (TI1A), Petition for Rulemaking, filed April 2,
1998 (TIA Petition); Cellular Telecommunications Industry Association (CTIA), Petition for Rulemaking, filed
July 16, 1997 (CTIA Petition). We note that DOJFBI filed a petition to dismiss the CTIA petition, see infra { 17;
and in its reply comments of June 5, 1998, CTIA stated that it "does not oppose dismissal of its petition.”

5"In the Matter of Communications Assistance for Law Enforcement Act," CC Docket No. 97-213, Public
Notice, DA 98-762 (rel. Apr. 20, 1998) (April 20 Public Notice).

& Telecommunications Industry Association (in association with Standards Committee T1
Telecommunications), INTERIM STANDARD (Trial Use Standard): Lawfully Authorized Electronic Surveillance,
J-STD-025 (December 1997) (hereinafter "J-STD-025").

" These carriers include paging, specialized mobile radio, and satellite services. See 11 134-141, infra.

81n 1970, Congress enacted a statute requiring carriers to "furnish the applicant [requesting electronic
surveillance] forthwith all information, facilities, and technical assistance necessary to accomplish the
interception." See 18 U.S.C. § 2518(4).

9 140 Cong. Rec. H-10779 (daily ed. October 7, 1994) (statement of Rep. Hyde).

3
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time, however, Congress recognized the need to protect privacy interestswithin the context of court-
authorized electronic surveillance. In defining the terms and requirements of the Act, therefore,
Congress sought to balance three important policies: "(1) to preserve anarrowly focused capability
for law enforcement agencies to carry out properly authorized intercepts; (2) to protect privacy in
the face of increasingly powerful and personaly revealing technologies; and (3) to avoid impeding
the development of new communications services and technologies."® Based on these
considerations, Congress envisioned that the requirements of CALEA would serve as "both afloor
and acelling,” defining the minimum capabilities that should be provided to law enforcement, while
also establishing limits as to what can be provided.™

4. CALEA directs carriers to ensure that their equipment, facilities, and services are
capable of meeting certain requirementsto assist law enforcement in carrying out lawfully authorized
electronic surveillance. To accomplish this, the Act sets out general assistance capability
requirementsthat telecommunications carriers must meet, and definesthe obligations of theindustry,
the law enforcement community, and the Commission in developing the technical requirements or
standards necessary to meet these requirements. To date, industry and the law enforcement
community, although they have reached agreement on many issues, disagree on whether certain
specific features and/or technical requirements must be provided by carriersto comply with the Act's
assistance capability requirements. Consequently, as authorized by the Act, representatives of
industry, law enforcement, and the privacy community have petitioned the Commission to establish
such technical requirements or standards. In this Further NPRM, therefore, we consider whether
certain specific technical requirements are necessary for wireline, cellular and broadband PCS
carriers” to meet CALEA's assistance capability requirements.® Below we discuss the relevant
provisions of the Act.

A. CALEA Assistance Capability Requirements

10 H R. Rep. No. 103-827, 103d Cong., 2d Sess,, pt. 1, at 13 (1994).
1d, at 22.

2 As explained below, law enforcement and industry efforts have been focused on wireline, cellular, and PCS
carriers as the areas of greatest concern under CALEA. Seeinfra § 11 & note 26.

3 We note that we have aready initiated a separate line of inquiry in the Notice of Proposed Rulemaking
(NPRM) in this proceeding, 13 FCC Rcd 3149 (1997) that will fulfill our obligations under section 105, and that
we have acted under our authority pursuant to section 107(c) to extend the compliance date for Section 103, see
Petition for the Extension of the Compliance Date under Section 107 of the Communications Assistance for Law
Enforcement Act by AT& T Wireless Services, Inc., Lucent Technologies Inc., and Ericsson Inc., Memorandum
Opinion and Order, FCC 98-223, released September 11, 1998 ("Extension Order"). We will not revisit any of
those issues in the instant Further NPRM.
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5. The basic requirementsfor meeting CALEA's mandates are contained in Section 103,
which establishesfour general " assistance capability requirements” that carriers must meet to achieve
compliance. Specifically, Section 103 requires a telecommunications carrier™ to:

(a) [E]nsure that its equipment, facilities, or services that provide a customer or subscriber with the
ability to originate, terminate, or direct communications are capable of--

(1) expeditioudly isolating and enabling the government, pursuant to a court order
or other lawful authorization, to intercept, to the exclusion of any other
communications, al wire and e ectronic communications carried by the carrier
within a service area to or from equipment, facilities, or services of a subscriber of
such carrier concurrently with their transmission to or from the subscriber's
equipment, facility, or service, or at such later time as may be acceptable to the
government;

(2) expeditioudly isolating and enabling the government, pursuant to a court order
or other lawful authorization, to access call-identifying information that is reasonably
available to the carrier--

(A) before, during, or immediately after the transmission of awire or
electronic communication (or at such later time as may be acceptable
tothe government); and

(B) in amanner that allows it to be associated with the communication
to which it pertains,

except that, with regard to information acquired solely pursuant to the authority
for pen registers and trap and trace devices (as defined in section 3127 of title 18,
United States Code),* such call-identifying information shall not include any

¥ The term "telecommunications carrier" is defined in section 102(8) of CALEA, 47 U.S.C. § 1001(8). Inthe
NPRM, we tentatively concluded that all providers of wireless or wireline telecommunications services for hire to
the public are subject to CALEA. Thistentative conclusion will be addressed in a future Report and Order.
Examples of such providers (to the extent that they offer telecommunications services for hire to the public) are
local exchange carriers, interexchange carriers, competitive access providers, satellite-based service providers,
providers of commercial mobile radio service as set forth in Section 20.9 of our Rules, cable operators, and electric
and other utilities. NPRM, 13 FCC Rcd at 3161-62 1 16-17.

%5 Pen registers capture call-identifying information for numbers dialed from the facility that is the subject of
lawful interception (i.e., outgoing calls), while trap and trace devices capture call-identifying information for
numbers received by the facility that is the subject of lawful interception (i.e., incoming cals). H.R. Rep. No. 103-
827, 103d Cong., 2d Sess.,, pt. 1, at 26 (1994).
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information that may disclose the physical location of the subscriber (except to the
extent that the location may be determined from the telephone number);

(3) delivering intercepted communications and call-identifying information to the
government, pursuant to a court order or other lawful authorization, in aformat
such that they may be transmitted by means of equipment, facilities, or services
procured by the government to alocation other than the premises of the carrier;
and

(4) facilitating authorized communications interceptions and access to call-
identifying information unobtrusively and with a minimum of interference with any
subscriber's telecommunications service and in a manner that protects--

(A) the privacy and security of communications and call-identifying
information not authorized to be intercepted; and

(B) information regarding the government's interception of
communications and access to call-identifying information.*®

6. CALEA does not specify how these four assistance capability requirements are to be
met. Rather, it states only that telecommunications carriers, in consultation with manufacturers and
telecommuni cationssupport serviceproviders, must ensurethat the carriers equipment, facilities, and
services comply with the requirements.’” Manufacturers and telecommunications support service
providers are subject to a "cooperation” requirement, i.e., they are required to make available to
carriers the features and modifications necessary for carriers to comply with the requirements "on a
reasonably timely basis and at a reasonable charge."*® Additionaly, the Attorney Genera of the
United Statesmust consult with appropriateindustry associ ationsand standards-setting organizations,
with representatives of usersof telecommunications equipment, facilities, and services; and with state
utility commissions "to ensure the efficient and industry-wide implementation of the assistance
capability requirements."*

16 Section 103(a)(1)-(4) of CALEA, 47 U.S.C. § 1002(a)(1)-(4).

17 Section 106(a) of CALEA, 47 U.S.C. § 1005(a).

18 Section 106(b) of CALEA, 47 U.S.C. § 1005(b).

9 Section 107(a)(1) of CALEA, 47 U.S.C. § 1006(a)(1). This authority was delegated by the Attorney General

to the FBI, which has been playing aleading role in representing the interests of the law enforcement community
on CALEA matters.
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7. Section 107(a)(2) of CALEA contains a "safe harbor" provision, stating that "[a]
telecommunications carrier shall be found to be in compliance with the assistance capability
requirementsunder Section 103, and amanufacturer of tel ecommunicationstransmission or switching
equipment or a provider of telecommunications support services shall be found to be in compliance
with section 106, if the carrier, manufacturer, or support service provider is in compliance with
publicly availabletechnical requirementsor standardsadopted by an industry association or standard-
setting organi zation, or by the Commission under subsection (b), to meet the requirements of Section
103."%? Thus, the Act envisionsthat an industry association or astandards-setting organizationwould
set applicable standards. Individua carriers, however, are free to choose any technical solution that
meets the assistance capability requirements of CALEA, whether based on an industry standard or
not. Carriers, therefore, have some degree of flexibility in deciding how they will comply with
CALEA's Section 103 requirements. CALEA specifically states, however, that the absence of
industry standards does not relieve acarrier of its obligation to comply with the assistance capability
requirements.

8. In addition to the safe harbor provision, section 107 aso defines certain Commission
responsibilitiesunder the Act. Specifically, upon petition, section 107(b) authorizesthe Commission
to establish, by rule, technical requirements or standards necessary for implementing Section 103.%
Section 107(b) providesthat a petition may be filed with the Commission (1) if industry associations
or standard-setting organizations fail to issue technical requirements or standards, or (2) if a
government agency or any other person believesthat requirements or standards that were issued are
deficient.

9. Section 107(b) specifiesfive factors that the Commission must consider as part of its
effortsto establish technical requirementsor standardsto meet the assi stance capability requirements
of Section 103. Such technical requirements or standards must:

1 meet the assistance capability requirements of Section 103 by cost-effective
methods;

1 protect the privacy and security of communications not authorized to be
intercepted;

minimize the cost of such compliance on residential ratepayers,
serve the policy of the United States to encourage the provision of new
technologies and services to the public; and

2 Section 107(a)(2) of CALEA, 47 U.S.C. § 1006(8)(2).
21 Section 107(a)(3)(B) of CALEA, 47 U.S.C. § 1006(a)(3)(B).

2 Section 107(b) of CALEA, 47 U.S.C. § 1006(b).
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provide areasonable time and conditions for compliance with and the
trangition to any new standard, including defining the obligations of
telecommunications carriers under Section 103 during any transition
period.®

10.  Section 107(c) authorizes the Commission to extend the compliance date for
telecommunications carriers equipment, facilities, and services. On September 11, 1998, the
Commission exercised its authority under section 107(c) by extending the deadline for compliance
with Section 103 requirements from October 25, 1998 to June 30, 2000.>* This extension applies
to al telecommunications carriers proposing to install or deploy, or having installed or deployed,
any equipment, facility or service prior to the effective date of Section 103, for that part of the
carrier's business on which the new equipment, facility or serviceis used.®

B. Development Of Industry Interim Standard J-STD-025

11. Since early 1995, Subcommittee TR45.2 of the Telecommunications Industry
Association (T1A) hasbeen working to develop anindustry standard that would satisfy the assistance
capability requirements of Section 103 for wireline, cellular, and broadband PCS carriers.® The
standards-setting effort has included participation by industry and law enforcement. In 1996, the
Subcommittee received from the Federal Bureau of Investigation (FBI) a document known as the
Electronic Surveillance Interface (ESI). The ESl was law enforcement's recommendation for the
logical and physical interfaces between awireline, cellular, or broadband PCS carrier's network and
alaw enforcement agency's electronic surveillance collection facility. The ESl was developed at the
request of industry to describe law enforcement's vision and recommendationsfor theinterface. The
ESI defined the requirementsfor the delivery of both call content and call-identifying information to
alaw enforcement agency (LEA).

3d.
2 See Extension Order, supra note 13. See also infra § 22.

% See Section 107(c)(1)-(4) of CALEA, 47 U.S.C. § 1006(c)(1)-(4). We note that a carrier is deemed to bein
compliance with Section 103 asto its "old" equipment, facilities and services -- i.e., those installed or deployed
before January 1, 1995 -- until such time asit isreimbursed by the Attorney General for all reasonable costs
directly associated with modifications necessary to bring that equipment into compliance. Section 109(a), (d) of
CALEA, 47 U.S.C. § 1008(a), (d).

% See TIA Comments at 15 n.43. We note that the DoJ/FBI Final Notice of Capacity states that wireline,
cellular, and PCS services "are of most immediate concern to law enforcement.” See 63 Fed. Reg. 12218, at para.
|.E.
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12. By the spring of 1997, TIA developed afinal draft of a proposed CALEA industry
standard. The draft standard defined services and features to support lawfully authorized electronic
surveillance and the interfaces to deliver authorized intercepted communications and call-identifying
informationto aLEA. Specifically, the draft standard defined the intercept function in terms of five
broad categories. access, delivery, service provider administration, collection, and law enforcement
administration.?” Thisstandard was submitted for balloting to al participantsin the standards-setting
process under procedures of the American National Standards Ingtitute (ANSI).2 The law
enforcement community unanimously opposed adoption of thisstandard, and it wasvoted down. The
FBI, on behalf of this community, attached a lengthy critique of the draft standard to its ballot,
including specific recommendations for changes.”

13. The FBI's objections to the draft standard centered around a list of technical
capabilities that it contended are necessary to meet CALEA's requirements, but that were not
included in the industry interim standard. The FBI'slist, which has come to be known as the "punch
list," originally contained 11 items, and now contains nineitems.® Specifically, the FBI's punch list
identifies the following capabilities it believes must be provided under CALEA:*

% These five categories are described in 1 36, infra.

% Balloting was open to industry, law enforcement, and any other interested party, with a deadline of
May 12, 1997.

# FBI Commentsto TIA Subcommittee TR45.2 Ballot SP-3580 (May 12, 1997).

% The two additional capabilities originally requested by the FBI were "standardized delivery interface” and
"separated delivery.” See DoJFBI Comments of May 8, 1998, last attachment. The former capability would limit
the number of potential delivery interfaces law enforcement would need to accommodate from tel ecommunications
carriers, while the latter would require the separate delivery to law enforcement of wiretap information for each
party to a conference call. However, in aletter of February 3, 1998 from Stephen R. Colgate, Assistant Attorney
General for Administration, to Mr. Tom Barba, Attorney at Law, Steptoe & Johnson LLP, counsel for TIA, DoJ
states that while it believes that a single delivery interface would be cost effective and of great benefit to both law
enforcement and telecommunications carriers, it finds that such an interface is not mandated by CALEA; and
further states that while separated delivery would be useful for effective electronic surveillance, it finds that such
delivery isaso not mandated by CALEA. See letter, at 3.

% See DoJFBI ex parte filing of July 1, 1998. Each of the nine punch list items s described in greater detail
below. Seeinfra 1 67-128.
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1) Content of subject-initiated conference calls -- Would enable law enforcement to access the
content of conference calls supported by the subject's service (including the call content of partieson
hold).*

2) Party hold, join, drop --
Messages would be sent to law enforcement that identify the
active parties of acall. Specifically, on a conference cal, these messages would
indicate whether a party is on hold, has joined or has been dropped
from the conference call.

3) Subject-initiated dialing and
signaling information --
Accessto dl dialing and signaling information available from
the subject would inform law enforcement of a subject’s use of features (such asthe
use of flash-hook and
other feature keys).

4) In-band and out-of-

band signaling (notification message) -- A message would be sent to law enforcement
whenever a subject's service sends a tone or other network message to the subject or
associate (e.g., notification that aline

isringing or busy).

5) Timing information --
Information necessary to correlate call-identifying information with the call content of a

% We note that confusion may arise over the terms "subscriber" and "subject.”" At pp. 27-28 of their March 27,
1998 Joint Petition for Expedited Rulemaking, DoJ/FBI define these terms as follows:

When we refer to "subscriber,” we are referring to the person or entity whose "equipment, facilities, or
services' (47 U.S.C. § 1002(a)(1)) are the subject of an authorized law enforcement surveillance activity.
The subscriber often will be a person or entity suspected of criminal activity, but in some instances, the
subscriber will simply be someone whose relationship to a suspected criminal (e.g., spouse or employer)
makes it likely that criminal activity will be transacted or discussed over the subscriber's facilities. When
we refer to "intercept subject” or "subject,” we are referring to any person who is using the subscriber's
equipment, facilities, or services, and whose conversations (or dialing activity) therefore would be capable
of being acquired during an interception. In a particular investigation, the "intercept subjects’ could
include the subscriber, who may or may not be involved in criminal activity; a non-subscriber who is not
involved in criminal activity; or a non-subscriber who isinvolved in criminal activity.

10
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communications
interception.®

6) Survelllance status -- Message
that would verify that an
interception is still functioning on the appropriate subject.

7) Continuity check tone (c-tone) --
Electronic signal that would aert law enforcement if the
facility used for delivery of call content interception has
failed or lost continuity.

8) Feature status -- Would affirmatively notify law enforcement of any changes in features to
which a subject subscribes.

9) Dided digit extraction® --
Information would include those digits dialed by a subject after theinitial call setup is
compl eted.

14.  After the close of balloting, Subcommittee TR45.2 held a number of meetings and
made changes to the draft industry standard, including a number of changes recommended by the
FBI. However, based on the concerns discussed below, none of the FBI punch list items were
added to the industry standard. The Subcommittee recommended that the revised standard be
considered as ajoint TIA/Committee T1 Interim Standard and reballoted under TIA procedures
rather than ANSI's* An interim standard, however, is valid for aperiod of only three yearsand is
considered by ANSI asa"trial use." TIA adopted the recommendations, and the revised draft
standard was submitted for voting in the fall of 1997. Because no law enforcement agencies are
members of the TIA or Committee T1, however, only industry entities were eligible to cast
ballots.

15.  Theindustry unanimously approved the draft standard as fulfilling the requirements
mandated by CALEA. In December 1997, the TIA and Committee T1, sponsored by the Alliance

% Delivery within three seconds of the event producing the call-identifying information is requested, together
with atime stamp indicating the timing of the event within an accuracy of 100 milliseconds. See DoJFBI Joint
Petition for Expedited Rulemaking, filed March 27, 1998, at 51-52.

% This capability has also been referred to as "post-cut-through dialing and signaling.”

% ANSI voting is generally open to all interested parties, whereas TIA / Committee T1 voting is limited to TIA
members. Committee T1 is the wireline standards setting body -- see infra  15.

11
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for Telecommunications Industry Solutions, announced the joint publication of interim standard J-
STD-025, Lawfully Authorized Electronic Surveillance (J-STD-025, interim standard, or industry
interim standard). This standard defines services and features required to support lawfully
authorized electronic surveillance and specifies interfaces necessary to deliver intercepted
communications and call-identifying information to aLEA. TIA stated that compliance with J-
STD-025 satisfies the "safe harbor" provisions of CALEA.

C. Petitions for Rulemaking

16.  InJuly 1997, before the industry interim standard was released, the Cellular
Telecommunications Industry Association (CTIA) filed a petition for rulemaking on behalf of its
members requesting that the Commission establish a standard to implement the requirements of
Section 103, pursuant to the Commission's authority under section 107(b). CTIA contended that
the standards setting process was deadlocked, and that it was unlikely that a standard would be
developed in the near future. CTIA attached to its petition the draft industry standard that
ultimately became J-STD-025, and argued that this draft standard met the functional requirements
of CALEA in their entirety.*

17.  In August 1997, comments on the CTIA petition were filed jointly by the Center
for Democracy and Technology (CDT) and the Electronic Frontier Foundation (EFF).*” CDT/EFF
generaly supported CTIA's request to adopt the proposed industry standard; however, they
recommended the deletion of provisions relating to subject location and packet-mode information.
In March 1998, following adoption of the industry interim standard, DoJFBI jointly filed a
motion to dismiss CTIA's Petition for Rulemaking on the grounds that the December 1997
adoption of the interim standard rendered CTIA's petition moot.® As discussed below, we agree,
and dismiss CTIA's July 1997 Petition for Rulemaking.*

18. On March 26, 1998, CDT filed a petition for rulemaking, requesting that the
Commission intervene in the implementation of CALEA. CDT reiterated the position it and EFF
had enunciated in August 1997, arguing that J-STD-025 goes too far in permitting location

% |n the Matter of Implementation of the Communications for Law Enforcement Act, CTIA Petition, filed
July 16, 1997.

% In the Matter of Implementation of the Communications Assistance for Law Enforcement Act, Comments on
Petition for Rulemaking of the Center for Democracy and Technology and the Electronic Frontier Foundation
(response to July 16, 1997 Petition of the Cellular Telecommunications Industry Association) (August 11, 1997).

% Joint Motion to Dismiss CTIA's July 16, 1997 Petition for Rulemaking, filed March 27, 1998.

% See discussion infra, section 111.G.

12
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information capabilities and fails to protect the privacy of packet-mode communications. CDT
further argued that the additional surveillance enhancements sought by the FBI in the punch list
are not required under CALEA. CDT stated that the telecommunications industry and the FBI
had failed to agree on a plan for preserving a narrowly-focused surveillance capability that would
protect privacy and, further, were now mired in an argument over designing additional
surveillance features into the nation's telecommunications system. Finally, CDT stated that
compliance with J-STD-025 was not reasonably achievable and requested that the Commission
indefinitely delay implementation of CALEA while a more narrowly-focused standard consistent
with the intent of CALEA is developed.

19.  On March 27, 1998, DoJ and the FBI jointly filed a petition for expedited
rulemaking, asking the Commission to correct deficiencies in the industry standard by establishing
additional technical standards that meet the requirements of CALEA. DoJFBI claim that the
interim standard adopted by industry is deficient because: 1) it does not ensure that law
enforcement will be able to receive al of the communications content and call-identifying
information that carriers are obligated to deliver under CALEA; and, 2) it fails to ensure that
information will be delivered in atimely manner.* DoJFBI set forth, as a proposed rule, the
features (i.e., the punch list items) they believe should be added to the interim standard to correct
its deficiencies.”” DoJFBI request that the Commission leave the industry interim standard in
effect pending the issuance of afinal decision.”

20.  OnApril 2,1998, TIA filed a petition for rulemaking, asking the Commission to
resolve the dispute as to whether the interim standard is overinclusive or underinclusive. TIA
requested that we: 1) immediately announce suspension of enforcement of CALEA until we
make our determination of a permanent standard; 2) establish a reasonable compliance schedule of
at least 24 months to implement the permanent standard; 3) undertake an expedited schedule for
establishing a permanent standard; and 4) remand any further technical standardization work to
TIA Subcommittee TR45.2.4

21.  OnApril 20, 1998, the Commission's Wireless Telecommunications Bureau and
Office of Engineering and Technology released a Public Notice in this proceeding soliciting

“ CDT Petition, supra note 4, at i-iii.

“ DoJ/FBI Petition, supra note 4, at 1-2.

“2|d. at Appendix 1.

“ DoJ/FBI proposed that we issue that decision no later than September 1998. 1d. at 67.
“ TIA Petition for Rulemaking, filed April 2, 1998.

13
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comment on the above petitions, as well as soliciting comment on whether the October 25, 1998
deadline for compliance with CALEA's capability requirements should be extended.” The Public
Notice also requested specific comment on the scope of the assistance capability requirements
necessary to satisfy the obligations imposed by CALEA. In particular, the Public Notice
requested analyses of whether the technical requirements discussed in the petitions from CDT and
from DoJFBI are necessary for carriers to meet CALEA's Section 103 requirements. Finally, the
Public Notice requested comment on remanding any additional standards development to TIA
Subcommittee TR45.2.%

22. A number of parties petitioned the Commission to extend the October 25, 1998
deadline for complying with the core features of CALEA, and on September 11, 1998, the
Commission released a Memorandum Opinion and Order granting such an extension until June
30, 2000.*” Pursuant to our authority under section 107(c) of CALEA, we determined that
compliance with the assistance capability requirements of Section 103 was not reasonably
achievable by any telecommunications carrier through the application of available technology by
CALEA's compliance deadline of October 25, 1998.*® Therefore, we granted a blanket extension
of CALEA's compliance deadline until June 30, 2000, for al telecommunications carriers similarly
situated to the petitioners, i.e., those carriers proposing to install or deploy, or having installed or
deployed, any equipment, facility or service prior to the effective date of Section 103, for that part
of the carrier's business on which the new equipment, facility or serviceis used.*

[11. DISCUSSION
A. Authority and Approach

23.  Upon petition, section 107(b) of CALEA empowers the Commission to establish, by
rule, technical requirements or standards to meet the assistance capability requirements of Section

“ See supra note 5.

“6 See Public Notice at 4. Unless otherwise noted herein, "comments' and "reply comments' are those that were
filed on May 20, 1998, and June 12, 1998, respectively, regarding standards issues.

47 Extension Order, supra note 13.
847 U.S.C. § 1006(c)(2).
“ Extension Order, supra note 13.

14
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103.*° Additionally, section 301(a) of CALEA states that "[tjhe Commission shall prescribe such
rules as are necessary to implement the requirements of [CALEA]."*

24. In fulfilling our obligations under CALEA, our evaluation in this proceeding will
closely follow the plain language of the Act. Pursuant to our statutory authority, we will separately
examine the two contested features of the J-STD-025 standard (i.e., the location information and
packet-mode features opposed by CDT) and the punch list items sought by the FBI, to determine
whether each meets the mandates of Section 103.

25.  Asaninitia matter, wewill first determine whether the specific item we are evaluating
meets the assistance capability requirements set forth in Section 103(a)(1)-(4).>* In doing so, we
propose to interpret these provisions narrowly.>* As noted above, we look to the plain language, its
context, and, if necessary, any legidative history that assists in ascertaining Congressiona intent.
Specificaly, we explore below the intent of Congress use of the terms "equipment, facilities or
services' in Section 103(a)(1) asit relatesto the content of subject-initiated conferencecalls. Wealso
seek to interpret Section 103(a)(2)'s provision that call-identifying information must be provided to
aLEA only if that information is “reasonably available’ to a telecommunications carrier. In this
regard, wetentatively conclude that before we can make a determination whether a specific technical
requirement meets the mandates of Section 103'sassi stance capability requirements, the Commission
must determine whether the information to be provided to a LEA under Section 103(a)(2) is
reasonably available to the carrier. The Act does not specify how the term "reasonably available"
should be defined or interpreted, and the Act'slegidative history offerslittle additional guidance. We
therefore request comment on what factors the Commission should use in determining whether the
information to be provided to a LEA under Section 103(a)(2) is reasonably available.

26. Specifically, we request comment on how cost should be considered in our
determination of reasonable availability. Further, we note that carriers use a variety of system
architecturesand different types of equipment, leading usto believethat reasonableavailability isalso
likely to vary from carrier to carrier. Commenters should discuss how the Commission can evaluate
whether aparticular technical requirement isreasonably available in these circumstances and discuss
how the application or interpretation of thesetermsin Section 103(a)(2) issimilar to or different from
the application or interpretation of "reasonably achievable" in section 109(b), and the factors listed
there.

% 47 U.S.C. § 1006(b).

5147 U.S.C. § 229(a).

52 47 U.S.C. § 1002(a)(1)-(4).

%3 See Senate Report at 23, House Report at 23.
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27. Weasoask commentersto evaluate the type of information that has been traditionally
available under pen register and trap-and-trace authorizations, and whether the provision of such
information to LEAS, in light of the statutory definitions of "pen register” and "trap and trace
device",> and judicial interpretations of them, provide guidance or represent possible factors for
determining "reasonable availability."

28.  Findly, weaso invite comment on whether and, if so, under what circumstances and
to what extent, information that does not qualify as call-identifying information under section 102(2)
or otherwise is not "reasonably available" under Section 103(a)(2), may nevertheless qualify as call
content information under Section 103(a)(1) and the definitions of "wire and electronic
communications’ in 18 U.S.C. 8§ 2510(1), (12). Commenters should take into account that the
provisions of Section 103(a)(1) do not include a criterion of "reasonable availability."

29.  If weconcludethat theitem in question constitutes atechnical requirement that meets
the Section 103 assi stance capability requirements, wewill then proceed to analyze each of thefactors
identified by section 107(b) and seek comment on whether a particular technical requirement: (1)
meets the assistance capability requirements of Section 103 by cost-effective methods; (2) protects
the privacy and security of communications not authorized to be intercepted; (3) minimizes the cost
of such compliance on residential ratepayers; and, (4) serves the policy of the United States to
encourage the provision of new technologies and services to the public.®® Additionally, section
107(b)(5) requires the Commission to provide areasonable time and conditions for compliance with
and the transition to any new standard, including defining the obligations of telecommunications
carriersunder Section 103 during any transition period.>® Thus, wewill also seek comment onissues
bearing on our section 107(b)(5) determinations. If, on the other hand, we tentatively conclude that
a specific technical requirement falls outside of the parameters of the assistance capability
requirements established by Section 103, we will seek comment on our tentative conclusion, and
request that commenters responding to this conclusion provide support for their agreement or
disagreement by thoroughly analyzing the section 107(b) factors mentioned above.

30. Weemphasize that, because CALEA specifically requires us to consider the section
107(b) factors, commenters are strongly encouraged to provide us with information as detailed and
specific as possible. For sections 107(b)(1) and (3), for example, we seek detailed comment
regarding the costs of adding afeatureto atelecommunications carrier's network and on what, if any,
impact of such costs will have on residential ratepayers. Commenters should consider the costs to
manufacturers in developing the equipment or software needed to implement the technical

%18 U.S.C. § 3127(3), (4).
% 47 U.S.C. § 1006(b)(1)-(4).
% 47 U.S.C. § 1006(b)(5).
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requirement, aswell asthe cost to carriersto install and depl oy such equipment. Commenters should
be specific asto which entitieswould incur the cost of adding particular features; e.g., manufacturers,
local exchange carriers (LECS), interexchange carriers (1XCs), or commercial mobile radio service
(CMRS) providers, etc. Commenters should also be specific asto what costs would beincurred for
hardware, as opposed to software upgrades to carriers networks, and whether some of these
upgrades would have other uses in the networks. If costs are likely to be passed on to residential
ratepayers, those costs should be identified, as well as specific mechanisms that could be used to
minimize such costs.

31.  Under section 107(b)(2), if a party believes that a proposed technical requirement
would not protect the privacy and security of communications not authorized to be intercepted, we
request comment on modifications or alternative technical requirements that would enable Section
103's capahility requirements to be met. In addition, we seek detailed information on whether our
determination that a particular feature must be provided under CALEA will encourage or discourage
the provision of new technologies and servicesto the public. Will the implementation of aparticular
technical requirement constrain a carrier's ability to develop new services or technologies?
Commenters should provide aprojected timeline for each technical requirement, identifying thetime
needed to develop, test, and deploy it. Additionally, commenters should address the extent to which
the capacity requirements of section 104 should affect our determinations under section 107(b). In
this regard, we observe that several commenting parties have contended that the nearly two and
one-half years of delay in publication of the final notice of capacity has, in turn, impaired the ability
of standards-setting associations, telecommunications equipment manufacturers, and
telecommunications carriers to establish capability standards pursuant to Section 103, because
capability standards cannot be completed without first knowing the capacity that those capability
standards must support.>” Finally, we ask for comment on any conditions necessary for compliance
and any specific obligations that should be imposed on telecommunications carriers during the
transition to a new standard.

32. Wenote that the tentative conclusions we reach in this Further NPRM focus on the
technical requirementsthat the petitioners have asked usto addressin their petitions pending before
us, i.e., the two contested features of J-STD-025 and the nine punch list items. In making our
tentative decision, we recognize that CALEA requires carriers to ensure that their networks can
provide the capabilities defined in Section 103, but does not mandate use of, or adherence to, any
particular standard. In other words, compliance with the industry standard is voluntary, not
compulsory. Asaresult, carriers are free to develop CALEA solutions in any manner they choose.

" See, e.g., Northern Telecom Inc. Comments, CC Docket No. 97-213, May 8, 1998, at 4. We note that,
pursuant to Section 104 of CALEA, DoJ has published in the Federal Register afinal notice of capacity.
Implementation of Section 104 of the Communi cations Assistance for Law Enforcement Act, Final Notice of
Capacity, 63 Fed. Reg. 12218 (DoJFBI, March 12, 1998). See also Initial Notice of Capacity, 60 Fed. Reg. 53643
(DoJFBI, October 16, 1995); Second Notice of Capacity, 62 Fed. Reg. 1902 (DoJ/FBI, January 14, 1997).
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Thus, a carrier may choose to utilize an industry standard as a safe harbor, or they may choose to
implement other solutions that meet the capability requirements of Section 103. However, in order
for an adopted industry standard to satisfy the safe harbor provision of section 107(a),*® it must
incorporate all of the technical requirements that we ultimately determine meet the assistance
capability requirements of Section 103.

33. Wenotefurther that this proceeding does not involve any attempt to interpret statutes
other than CALEA or define the scope of authorizations needed by LEASto intercept or obtain call
content or call-identifying information. Rather, this proceeding is limited to determining, as a safe
harbor, what capabilities each carrier must provideif and when presented with aproper authorization
or court order to expeditiously provide LEAsaccessto call content and call-identifying information.

34.  Webelieve that industry isin the best position to determine how to implement these
technical requirements most effectively and efficiently.  Standards-setting organizations,
manufacturers, and/or individua telecommunications carriers should develop the technica
reguirements consistent with our ultimate determinations reached in this proceeding. Wetentatively
conclude that it would then be appropriate for industry, in consultation with the law enforcement
community, to develop afinal "safe harbor" standard for CALEA compliance.® We seek comment
on this conclusion.

35.  Findly, we aso note that manufacturers and carriers are free to develop and deploy
additiona features and capabilities, beyond those required by CALEA, in efforts to assist law
enforcement agencies in conducting lawfully-authorized electronic surveillance. Such capabilities,
however, will not be subject to any of CALEA's obligations, including cost recovery, and will not
affect any party'sobligations under CALEA inany way. Thus, nothing in theinstant Further NPRM
should be construed as limiting or proposing to limit telecommunications manufacturers, carriers or
support service providers ability to negotiate with law enforcement agencies to add additional
capabilities to the carrier's systems, nor to define a maximum level of capabilities available to law
enforcement under the applicable provisions of law.*® We now turn to a discussion of whether we
should reexamine the uncontested portions of J-STD-025 as part of our section 107(b) inquiry.

B. Industry Interim Standard J-STD-025

36. Theindustry interim standard, J-STD-025, which appliesonly towireline, cellular, and
broadband PCS carriers, specifies that telecommunications carriers are to provide LEAs with two

% 47 U.S.C 81006(a)(2).
% See discussion infra, 1 132-133.
80 See 18 U.S.C. 88 2510-2522; see also infra note 63.
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telecommuni cations channelsto perform electronic surveillance -- call content channels (CCCs) and
call datachannels (CDCs).** JSTD-025 definesthe five functions of theintercept architectureto be
used.®* Those functions are:

37.

Access -- Provides the LEA with the ability to isolate the subject's call content or
cal-identifying information accurately and unobtrusively. The accessfunction helpsto
prevent the unauthorized access, mani pul ation, and disclosure of intercept controls, call
content, and call-identifying information.

Delivery -- Accepts call content and call-identifying information from the access
function and deliversit to one or more LEA collection functions. Ensures that the
call content and call-identifying information that are delivered are authorized for a
particular LEA, and thus a so prevents the unauthorized access, manipulation, and
disclosure of intercept controls, call content, and call-identifying information.

Collection -- Receives and processes call content and call-identifying information for
the subject. (Thisfunction isthe responsibility of the LEA.)

Service Provider Administration -- Controls the carrier's € ectronic surveillance
functions. (Thisfunction is beyond the scope of the interim standard.)

Law Enforcement Administration -- Controls the LEA electronic surveillance
functions. (This function isthe responsibility of the LEA, and is aso beyond the
scope of the interim standard.)

Telecommunications carriers and manufacturers in their comments support adoption

of JSTD-025 asthe final CALEA standard. The Ameritech Operating Companies and Ameritech
Mobile Communications, Inc. (Ameritech) state that JSTD-025 isindustry's attempt to realistically
and reasonably interpret the requirements of CALEA consistent with Title 111 of the Omnibus Crime
Control and Safe Streets Act of 1968, modified by the Electronic Communications Privacy Act of
1986 (collectively, "Title 111").22  Ameritech contends that the FBI's challenge of only a limited

& When a phone number is dialed, that number is delivered through the CDC from the device wiretapping the
phone line to the LEA. Once a connection is established, the conversation is delivered to the LEA viathe CCC.

2 3STD-025 at 28-30.

% Omnibus Crime Control and Safe Streets Act of 1968, Pub. L. No. 90-351, 82 Stat. 212 (1968), and
Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, 100 Stat. 1848 (1986) (together codified as
amended in 18 U.S.C. 88 2510-2522 and in other sections of 18 U.S.C.). These statutory provisions delineate the
scope and limitations of federal wiretap surveillance authority. In addition, we note that the various states have
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number of items not included in JSTD-025 is a testament to the industry's efforts in developing a
workable solution.*

38.  BellSouth Corporation, Inc., Bell South Telecommunications, Inc., Bell South Cellular
Corp., BellSouth Personal Communications, Inc., and BellSouth Wireless Data, L,P. (Bell South)
request that we adopt J-STD-025 in its present form pursuant to section 107.% BellSouth maintains
that the FBI isattempting to use CALEA asavehicleto require carriersto build technology into their
systems to give law enforcement new expanded surveillance capabilities, and that such expanded
capabilities are in contrast to Congresss intent that CALEA should merely ensure that lawful
surveillance capabilitiesnot bediminished. Bell South concludesthat thelegidativehistory of CALEA
makes clear that its purpose is to preserve (not enhance) government electronic surveillance
capabilities; to protect the privacy of customers communications; and to not impede the industry's
development and deployment of new technology, features, or services.®

39. AT&T Corporation (AT&T) states that the Commission should categorize standards
issues into four distinct components for examination (call content, call-identifying information,
privacy protection, and wiretap administration), and ask whether the industry standard meets
CALEA'srequirements, if any, for each category.®” AT& T concludes that we should affirm J-STD-
025 and reject the additional, enhanced surveillance features sought by DoJFBI in their Petition.®®

40. TIA statesthat the vast majority of comments support the conclusion that J-STD-025
is consistent with CALEA. TIA contends that CALEA imposes a standard of "reasonable
availability" rather than "historical availability,” and that section 107(b) of that statute permits the
Commission to modify atelecommunicationsindustry "safe harbor" compliance standard only where
the standard isdeficient for failure to satisfy the assistance capability requirements of Section 103(a).

their own statutory provisions governing surveillance authority. See, e.g., C.R.S.A. § 16-15-102 (Colorado);
Ann.Code.Md., Courts and Judicia Proceedings, § 10-402 (Maryland); and McKinney's CPLR
8§ 4506 (New York).

% Ameritech Comments, at 2-3.

¢ BellSouth Comments, at 2.

®|d. at 4.

% AT&T Comments, at 3.

®d. at 22.
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TIA maintains, however, that JSTD-025 is not deficient and therefore no Commission action is
required.®

41. DoJFBI state that J-STD-025 includes a number of important capabilities that are
required by law enforcement, but argue that the interim standard is deficient by virtue of its failure
to include the requested punch list capabilities. DoJFBI claim that every one of the capabilitiesin
their punch list was originally included by industry itself in the initial working draft document
(PN3580) for the industry standard.” To remedy this alleged deficiency, DoJFBI recommend that
we use the proposed rule set forth in their March 1998 Petition as the basis for our standards
rulemaking. Alternatively, DoJ/FBI state that we could base our standards rulemaking on an
alternative rule that we preliminarily conclude is warranted under section 107(b) of CALEA."™

42.  CDT disagrees with al of the above parties, arguing that J}STD-025 is deficient by
virtueof being overinclusive. CDT statesthat theinitial wiretaplaw, Titlelll, had asitsdual purpose
protecting the privacy of wire and oral communications and delineating on a uniform basis
circumstances and conditions under which the interception of wire and oral communications may be
authorized. CDT further states that the Electronic Communications Privacy Act’ extended Titlel!1
to wireless and non-voice communications and established rules for law enforcement's use of pen
registersand trap and trace devices.” CDT contendsthat Congresssought to preservean appropriate
baance in CALEA, but that the FBI's approach would require the opposite of what Congress
intended. Specifically, CDT objectsto J-STD-025 providing location information and packet-mode
call content information to law enforcement, and maintains that the additional capabilities requested
by DoJFBI would provide aflood of constitutionally-protected information to law enforcement that
would go well beyond anything that has historically been available under a pen register or trap and
trace authority. Additionally, CDT asserts, provision of capabilities that go beyond CALEA's
requirementswould drive up costsfor telecommunicationscarriers. CDT concludesthat the DoJ/FBI
approach to CALEA, unless rgected by the Commission, would impermissibly expand the amount
of information that law enforcement would receive under pen register and trap and trace authority.™

® TIA Comments, at 24.

" DoJFBI Reply Comments, at 15-16.
" DoJFBI Comments, at 28.

2 See supra note 63.

3 CDT Comments, at 10-12.

" CDT Reply Comments, at 2-5.
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43. The Electronic Privacy Information Center (EPIC)/EFF/American Civil Liberties
Union (ACLU) argue that J-STD-025 exceeds the scope of CALEA and thus should be rejected.”
EPIC/EFF/ACLU state that the Commission must adhere to the privacy protections afforded by the
Fourth Amendment (against unreasonable searches and seizures) and Congressional mandates,
provide privacy protections that withstand the evolution of new technologies, and construe law
enforcement's surveillance authority narrowly with respect to new technologies. EPIC/EFF/ACLU
contend that neither provision of location information nor packet data was mandated by CALEA.
They further contend that CALEA expands the privacy protections of the 1986 Electronic
Communications Privacy Act in the area of cordless telephones and certain radio-based
telecommunications, and that the Act was narrowly drawn to remedy enumerated FBI complaints,
not to extend law enforcement's general surveillance authority.” Additionally, EPIC/EFF/ACLU
assert that the proceedings leading up to adoption of the interim standard were effectively closed to
non-law enforcement and non-tel ecommuni cationsindustry participants. EPIC/EFF/ACLU conclude
that the Commission should rgject theindustry standard and commence a proceeding to establish the
standards that will be used to implement CALEA."”

44, Discussion. In seeking to fulfill our obligations under the Act, the Commission
acknowledges the immense time and effort both industry and government representatives have put
into the development of CALEA standards. We a so appreciate theinput and involvement of privacy
organizationsin this proceeding. We further note that the Act expresses apreference for industry to
set CALEA standards, in consultation with the Attorney General,” and that the Act's legidative
history also reveals that Congress envisioned that industry would have primary responsibility in
defining standards.” Consequently, we believe that the most efficient and effective method for
ensuring that CALEA can be implemented as soon as possible isto build on the work that has been
done to date.

45.  Wethereforedo notintend to reexamineany of the uncontested technical requirements
of the JSTD-025 standard. Instead, we will make determinations only regarding whether each of
the location information and packet-mode provisions currently included within J-STD-025, and the

® EPIC/EFF/ACLU Comments, at 1.

" d. at 5-12.

1d. at 28-29.

847 U.S.C. § 1006(a)(2) (allowing "safe harbor" based on industry standard).

™ See H.R. Rep. No. 103-827, reprinted in 1994 U.S.C.C.A.N. 3489, 3499 (1994) ("The legislation provides
that the telecommunications industry itself shall decide how to implement law enforcement's requirements.”); id. at
3506 ("section [107] establishes a mechanism for implementation of the capability requirements that defers, in the

first instance, to industry standards organizations").
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nine punch list items that are currently not included, meet the assistance capability requirements of
Section 103. We base this approach on the fact that the issues raised in the petitions and comments
filed in this proceeding focus solely on the location information and packet-mode provisions of J-
STD-025 and the nine punch list items sought by the FBI. Accordingly, these features will be
evaluated separately.®* Wefurther notethat no party hasraised any specific challengesto J-STD-025
other than with respect to these issues, and we have not been presented with any compelling reason
to reexamine the entire standard.®* We tentatively concludethat by limiting our inquiry to only these
specific technical issues, we will better enable manufacturers and carriers to build on the extensive
work already completed or in process, and permit them to deploy CALEA solutions on a more
expedited basis. Accordingly, the uncontested technical requirements are beyond the scope of this
proceeding.

46. In establishing technical requirements or standards, section 107(b)(5) requires the
Commission to provide a"reasonable time" for carriers to comply with and/or transition to any new
standards and to define the obligations of telecommunications carriers under Section 103 during any
transition period.® We previously concluded in our decision under section 107(c) that
telecommunications carriers must have installed CALEA-compliant equipment and facilities based
on the "core" features of J-STD-025 by June 30, 2000.2 A footnote in that decision indicated that
the "core" of JSTD-025 excludes both the location information feature and the packet-mode
feature®* We now clarify those findings as follows. J-STD-025 represents an attempt by industry
to develop a standard that carriers may choose to adopt voluntarily as a means to comply with
CALEA's"safe harbor" provision set forth in section 107(a).2 We further recognize that the statute
leaves carriers with the discretion to choose to comply with CALEA by other means. We emphasize
that in requiring carriersto comply with the core features of J-STD-025 by June 30, 2000, we did not
intend for the Extension Order to ater the substantive requirements of CALEA. Rather, we meant

% Seeinfra 11 48-128.

8 While EPIC/EFF/ACLU recommend that we reject J-STD-025, they do not identify any particular
deficienciesin it other than its inclusion of location and packet-mode information, which constitute only a small
portion of the standard's capahilities. Also, while they assert that they were precluded from participating in the
proceeding leading up to adoption of J-STD-025, see supra 1 43, they have not claimed that they were precluded
from participating in the open ANSI balloting process. See supra 1 11-12 & note 28. Once the draft standard
was voted down in the ANSI process, J-STD-025 was adopted by TIA as an interim standard that involved only
industry (and not law enforcement or privacy) entities. See supra 11 14-15.

¥ 47 U.S.C. § 1006(b)(5).

8 See Extension Order, supra note 13, at 1 46.

#1d. at n.139.

%47 U.S.C. §1006(a).
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only to extend the deadline for compliance. Thus, we now clarify our Extension Order by requiring
that by June 30, 2000, carriers must either have installed the core features of J-STD-025 to take
advantage of the "safe harbor" provision of section 107(a) of CALEA or have otherwise developed
an individual solution and installed capabilities that meet the assistance capability requirements of
Section 103. We believe that this approach is more consistent with the language of the statute® and
the legidative history on this point.” In addition,®® we now propose to modify footnote 139 of the
Extension Order to include the location information feature as part of the core of J-STD-025 which,
if chosen by carriersasameansto qualify for the"safe harbor,” must be implemented by the June 30,
2000 deadline.

47. AsdetaledintheExtension Order, an extension until June 30, 2000 providessufficient
time for manufacturers to produce CALEA compliant equipment based on the core features of J-
STD-025 or to develop individua network solutions and provides telecommunications carriers
sufficient time to purchase, test and install such equipment throughout their networks.®® We further
recognize that the additional "non-core" technical requirements we propose to be adopted in this
rulemaking may requireadditional timefor manufacturersto design and devel op these capabilitiesand
for telecommunications carriers to incorporate them into their networks. Thus, we will consider
establishing another deadline or an implementation schedule for telecommunications carriers to
comply with any new technical requirementswe ultimately adopt in the instant proceeding. We seek
comment onthisproposal. Specificaly, weask carriersand manufacturersto supply uswithtimelines
that detail how they plan to develop and deploy the additional technical requirements noted herein.

C. Particular Capabilities of J-STD-025 Opposed by CDT

8 See, e.g., Section 103(b)(1) of CALEA, 47 U.S.C. § 1002(b)(1) (CALEA does not authorize any law
enforcement agency to require any specific design of equipment, facilities, services, features, or system
configurations).

8 See, e.g., H. Rep. No. 103-837, 103d Cong., at 23 (1994), reprinted in 1994 U.S.C.C.A.N. 3489, 3503 ("law
enforcement agencies are not permitted to require the specific design of systems or features. . .. Thelegidation
leavesit to each carrier to decide how to comply. A carrier need not insure that each individual component of its
network or system complies with requirements so long as each communication can be intercepted at some point
that meets the legislated requirements.”); id. at 27, reprinted in 1994 U.S.C.C.A.N. at 3507 ("Compliance with the
industry standards is voluntary not compulsory. Carriers can adopt other solutions for complying with the
capability requirements.”)

8 Seeinfra at 11 52-57.
8 See Extension Order, supra note 13, at 1 48.
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1. L ocation | nformation

48. Background. JSTD-025 includes a"location" parameter that would identify the
location of a subject's "mobile terminal” whenever thisinformation is reasonably available at the
intercept access point and its delivery to law enforcement is legally authorized. Location
information would be available to the LEA irrespective of whether a call content channel or a call
data channel was employed.®

49. CDT objectsto theinclusion of alocation parameter in J-STD-025, stating that its
inclusion violates the balance established by the Act between law enforcement and privacy by
mandating a location tracking capability that Congress did not intend to be included within
CALEA.** CDT asserts that location information does not fit within the definition of call-
identifying information,? and that it must be deleted from the fina standard because it goes
beyond the assistance capability requirements set forth in Section 103(a)(1)-(4).%
EPIC/EFF/ACLU dtate that CALEA excludes wireless services from any requirement to provide
location-tracking information to law enforcement.*

50. Most other parties, however, either disagree with this position, or justify the
inclusion of location information in the industry interim standard as a compromise reached
between industry and law enforcement. For example, SBC Communications, Inc. (SBC) clams
that CDT has overstated the capabilities of the J-STD-025 location feature. SBC asserts that this
feature does not convert all wireless phones into location-tracking devices, but merely provides
the ability to identify the landline centra office through which a cellular call isrouted.® TIA
states that while it is unclear as to whether CALEA requires location information capabilities,
such capabilities are reasonably available to telecommunications carriers, and industry and law
enforcement have reached a reasonable compromise on incorporating this feature into J-STD-

% JSTD-025 at § 6.4.6, and at 88§ 5.4.1-5.4.8, Tables 1, 5, 6, and 8.
% CDT Comments, at i.

2 |d. at 29.

%d. at 33-34.

% EPIC/EFF/ACLU Comments, at 19-21.

% SBC Comments, at 15.
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025.% AT&T voices asimilar view, stating that a feature to provide location information at the
origination and at the termination of wireless calls was included in J-STD-025 as a compromise to
law enforcement's original, much broader claim that CALEA required carriers to provide location
information whenever awireless phone registered autonomously or as it moved from cell site to
cell site”’

51. By contrast, DoJFBI contend that information identifying the location of the cell
site or other network element handling a wireless communications falls squarely within the
statutory definition of "call-identifying information™ contained in section 102(2) of CALEA,
because it identifies the origin or destination of the call. Further, DoJFBI state, Section
103(8)(2) does include location information under the category of "call-identifying information,"
but also requires law enforcement to have authority beyond that "solely” applicable to the use of
pen registers and trap and trace devices. Finally, DoJFBI state that the JSTD-025 location
feature would require wireless carriers to provide only cell site information, not the specific
location of a subject's wireless phone, and then only at the beginning and termination of the call.®

52.  Discussion. We tentatively conclude that location information is call-identifying
information under CALEA. The Act states that call-identifying information is"dialing or
signaling information that identifies the origin, direction, destination, or termination of each
communication generated or received by a subscriber by means of any equipment, facility, or
service of atelecommunications carrier."® We believe, contrary to the position of CDT and
EPIC/EFF/ACLU, that location information identifies the "origin" or "destination" of a
communication and thus is covered by CALEA.

53.  Weadso observe that in the wireline environment, irrespective of the precise nature
of law enforcement's surveillance authorization, LEAS have been able to obtain location
information routinely from the telephone number because the telephone number corresponds with
location. With the telephone number, location information is available from a LEA's own
911/Enhanced 911 (E911) database or from the telephone company's el ectronic records, such as
the Loop Maintenance Operating System (LM OS).'®

% TIA Comments, at 76-78.

“ AT&T Comments, at 13.

% DoJFBI Comments, at 16-21.

% 47 U.S.C. §1001(2).

1% See Transmission Systems for Communications, AT& T Bell Laboratories (5th ed. 1982). We also note that
the equivalent location information in the wireless (cellular or broadband PCS) environment appears to be the

location of the cell sites to which the mobile terminal or handset is connected at the beginning and at the
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54.  We note, however, that the location feature as it currently appearsin J-STD-025 is
unclear. In particular, we note that this feature refers to the identification of the location of a
subject's "mobile terminal," but does not specifically state whether it is the precise location of the
mobile terminal or handset that is intended, or simply the location of the cell site to which the
terminal or handset is connected. Also unstated in JSTD-025 is whether continuous location
tracking is intended to be provided, or only the location at the beginning and termination of the
call. Nonetheless, we note that DoJFBI and industry appear now to agree that the standard
covers only the location of the cell site, and only at the beginning and termination of the call.*™

55.  Inview of the above analysis, we tentatively affirm that location information should
be construed to mean cell site location at the beginning and termination of a call.'®> We seek
comment on these proposals and, as required by section 107(b), on the other factors that we must
consider in establishing atechnical requirement or standard. We note that location information is
aready included in JSTD-025, the interim standard adopted by industry, and was opposed solely
by the privacy groups. Therefore, we request comment in particular on whether our proposal
raises issues regarding the protection of privacy and security of communications which are not
authorized to be intercepted. As discussed above, we propose that the June 30, 2000 CALEA
compliance deadline aso is sufficient for development and implementation of compliant
equipment that includes this feature.'®

56.  Findly, we tentatively conclude that location information is reasonably available to
telecommunications carriers, because this technical requirement was developed by industry and is
included in the interim standard. However, we request comment on how the Commission should
decide or interpret the term "reasonably available" in the context of the proposed location
information requirement. For example, it appears that location information is already available
through the wireless carriers billing, hand-off and system use features. Additionally, wireless
carriers will be required to have a location information capability as part of their E911
obligations.'® We seek comment as to whether the location information feature in these other
contexts can be used to address the needs of law enforcement under CALEA. We request

termination of the call. Provision of this particular location information does not appear to expand or diminish law
enforcement's surveillance authority under prior law applicable to the wireline environment.

91 DoJFBI Comments, at 16, 19-20, & n.5; TIA Comments, at 77.

10247 U.S.C. § 1006(b).

103 See supra at 1 46-47.

14 Revision of the Commission's Rules To Ensure Compatibility with Enhanced 911 Emergency Calling
Systems, CC Docket No. 94-102, Report and Order and Further Notice of Proposed Rulemaking, 11 FCC Rcd
18676 (1996), recon. Memorandum Opinion and Order, 12 FCC Rcd 22665 (1997).
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comment on any other issues that may impact our determination as to whether the location
information that would be required to be provided to a LEA is reasonably available to carriers.

57.  Commenters should also note CALEA's express statement that "with regard to
information acquired solely pursuant to the authority for pen registers and trap and trace devices
(as defined in section 3127 of title 18, United States Code), . . . call-identifying information shall
not include any information that may disclose the physical location of the subscriber (except to the
extent that the location may be determined from the telephone number)."'® We agree with
DoJFBI that this provision does not exclude location information from the category of "call-
identifying information," but smply imposes upon law enforcement an authorization requirement
different from that minimally necessary for use of pen registers and trap and trace devices.'® We
seek comment on thisissue.

2. Packet-M ode

58.  Background. J-STD-025 provides for LEA access to call-identifying information
and the interception of wire and e ectronic telecommunications, regardless of whether the
telecommunications are carried in circuit-mode or in packet-mode.’” It further states that the
"call-identifying information associated with the circuit-mode content surveillance is provided on
the [call data channel],” but does not specifically address whether call-identifying information, if
any, associated with packet-mode surveillance must be provided over acall data channel .**®

105 47 U.S.C. § 1002(a)(2)(B).

1% We believe that interpreting this provision to exclude location information from the technical requirements
for CALEA would render the provision "mere surplusage” and would thus conflict with the usual rules of statutory
construction. See Dunn v. CFTC, 519 U.S. 465 (1997), 117 S.Ct. 913, 917 (1997) ("legislative enactments should
not be construed to render their provisions mere surplusage”); lllinois Public Telecommunications Assn v. FCC,
117 F.3d 555, 562 (D.C.Cir. 1997) (construing section 226(€)(2) of Communications Act in manner to avoid "mere
surplusage"); Deployment of Wireline Services Offering Advanced Telecommunications Capability, CC Docket
No. 98-147, Memorandum Opinion and Order and Notice of Proposed Rulemaking, FCC 98-188, released August
7,1998, at 71 ("when . . . 'charged with understanding the relationship between two different provisions within
the same statute, we must analyze the language of each to make sense of the whole™).

197 Spe JSTD-025, at 88 3 and 4.5. Section 3 defines circuit-mode as "a communication using bi-directional
paths switched or connected when the communication is established. The entire communication uses the same
path.” Section 3 defines packet-mode as "a communication where individual packets or virtual circuits of a
communication within a physical circuit are switched or routed by the accessing telecommunication system. Each
packet may take a different route through the intervening network(s)."

1%]d.
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59. CDT chalenges JSTD-025's treatment of intercepted packets as violative of the
legal balance between the rights of law enforcement and the rights of individuasto privacy,
asserting that the interim standard fails to require adequate privacy protections in packet-mode
networks.’® Specifically, CDT asserts that J}STD-025 does not require telecommunications
carriers to excise call content information from packets before providing the packets to law
enforcement over call data channels -- the interim standard merely permits the carriers to separate
the information prior to delivery, at their option. CDT concludes that the interim standard would
allow aLEA, possessing only a pen register order, to receive all of the contents of a person's
communications without any effort by the carrier to excise the call content from the call-
identifying information authorized for delivery to the LEA. Accordingly, CDT maintains that the
treatment of packet transmissionsin J-STD-025 threatens to obliterate entirely the distinction
between call content and dialed numbers or similar signaing information.*® CDT contends that
Title I11's"minimization” requirement is inadequate to protect the privacy of call content in packet
communications subject to a pen register order because there is no such requirement under the
pen register standard.***

60. EPIC/EFF/ACLU concur with CDT, stating that the FBI seeks to obtain the full
content of a subject's packet-mode communications even when the government is authorized only
to intercept addressing or signaling information. EPIC/EFF/ACLU contend that the provision of
call content to law enforcement in this situation would violate the minimization requirements of
both the Fourth Amendment and Title |11, and would also violate Section 103(a)(4) of CALEA,
which requires the carriers to protect communications not authorized to be intercepted.™

61. TIA disagreeswith CDT and EPIC/EFF/ACLU, contending that their argument
that J-STD-025 is deficient because it permits delivery of an entire packet stream in responseto a
pen register order fails to recognize the differences between circuit-mode and packet-mode
technology. TIA states that existing technology does not permit telecommunications carriers to
provide separated packet headers as call-identifying information. TIA concedes, however, that it
is unclear whether the LEA has authority to access packet-mode communications under a pen
register order.™3

1% CDT Comments, at i-ii.

M0 d. at 34-35.

M CDT Reply Comments, at i-ii.

12 EPIC/EFF/ACLU Comments, at 24.
B TIA Comments, at 78-80.
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62. DoJFBI argue that when a carrier delivers an entire packet stream to the LEA
pursuant to a pen register authorization, the LEA islegaly precluded from recording or decoding
information other than dialing and signaling information. DoJFBI state that the packet-mode
provisions of JSTD-025 rely on the existence of this legal safeguard to ensure that call content is
not improperly accessed in pen register cases. DoJFBI aso state that LEAS performing pen
register surveillance in an analog environment traditionally have received accessto al information
transmitted over the subscriber's line on the local loop, including call content. Accordingly,
DoJFBI contend, the packet-mode provisions do not represent a diminution of traditional privacy
protection.*** SBC concurs, stating that law enforcement is not allowed to intercept call content
unless authorized to do so, and that sending the LEA an entire packet stream would not represent
achange from the status quo.™®

63. Discussion. Packet data and packet-switching technology are potentially usable for
both information services and telecommunications services. We first observe that Section
103(b)(2)(A) of CALEA expressly excludes "information services' from its assistance capability
requirements.'® Thus, packet data and packet-switching technology is subject to these
requirements only to the extent it is used to provide telecommunications services, and not for
information services.'*” Packet-mode tel ecommunications services are expected to grow rapidly
in the near future.™® J-STD-025 appears to be appropriately limited to apply only to

14 DoJFBI Comments, at 21-22.
15 SBC Reply Comments, at 7-8.
116 47 U.S.C. § 1002(b)(2)(A).

17 Section 102(6) of CALEA (47 U.S.C. § 1001(6)) states that the term "information services' --
(A) means the offering of a capability for generating, acquiring, storing, transforming, processing,
retrieving, utilizing, or making available information via telecommunications; and
(B) includes --
(i) aservice that permits a customer to retrieve stored information from, or file information for
storage in, information storage facilities;
(ii) electronic publishing; and
(iii) electronic messaging services; but
(C) does not include any capability for a telecommunications carrier's internal management, control, or
operation of its telecommunications network.

118 See generally Federal-State Joint Board on Universal Service, Report to Congress, CC Docket No. 96-45,
FCC 98-67 (1998) ("Report to Congress on Universal Service") at 11 21-106, for a discussion of distinctions
between telecommunications and information service providers.
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"telecommunications services' as defined by the Commission.™® Second, we observe that
CALEA requires telecommunications carriers to provide information to the LEA "in a manner
that protects. . . the privacy and security of communications. . . not authorized to be
intercepted."'® This mandate would seem to be violated if the carrier were to give the LEA both
call-identifying and call content information when only the former were authorized. Under those
circumstances, the LEA would be receiving call content information without having the requisite
authorization.

64. Therecord before us, however, is not sufficiently developed to support a proposal
of any particular CALEA technical requirements for packet-mode telecommunications.
Additional analysisis needed. We are aware that packet-mode technology is rapidly changing,
and that different technologies may require differing CALEA solutions.** We do not believe that
the record sufficiently addresses packet technologies and the problems that they may present for
CALEA purposes. Whileit is premature to impose any particular technical requirements for
packet-mode telecommunications at thistime, it is appropriate to ask for afull range of comment
on thisissue.

65.  In seeking to develop afull record, we first set forth an analytical framework we
believe will prove useful for evaluating the issue of setting CALEA technica requirements for
packet-mode telecommunications. First, we advise commenters to consider the difference
between connection-oriented and connectionless packet-mode services, and also between
permanent virtua circuits, which have no per-call information, and switched virtual circuits. With
these distinctions in mind, we request that commenters provide detailed comments regarding
whether and, if so, how the statutory requirements of Section 103(a) of CALEA apply to packet-
mode telecommunications. We request comment on what constitutes the equivalent of "call-

119 Spe }STD-025 at § 1.1 ("This Interim Standard defines the interfaces between a telecommunication service
provider (TSP) and [aLEA]....") (emphasis added).

120 47 U.S.C. § 1002(3)(4)(A).

21 For example, JSTD-025 itself lists the following as eight distinct packet-mode services: Integrated Services
Digital Network (ISDN) user-to-user signaling; ISDN D-channel X.25 packet services, Short Message Services
(SMS) for cellular and broadband PCS (e.g., NAMPS, TIA/EIA-41, PCS1900, or GSM-based technologies);
wireless packet-mode data services (e.g., Cellular Digital Packet Data (CDPD), Code Division Multiple Access
(CDMA), Time Division Multiple Access (TDMA), PCS1900, or GSM-based packet-mode services); X.25
services, TCP/IP services; paging (one-way or two-way); and packet-mode services using traffic channels. JSTD-
025 at §4.5.2. In addition, we note that there may be other packet technologies warranting discussion. This
appears especially so, given that some carriers provide frame relay services, and various carriers have announced
an intention to provide Asynchronous Transfer Mode (ATM) service. For example, Sprint has announced
development of its "ION" system which will deploy ATM, SONET rings, and IP telephony to route data packets
representing voice telephony.
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identifying information” for packet-mode telecommunications services within the context of
CALEA. Will packet-mode call-identifying information (or its equivalent) be reasonably available
to carriers and, thus, subject to the provisions of Section 103(a)(2) of CALEA?** How could
packet-mode call content and call-identifying information (or its equivalent) be separated for
delivery to law enforcement in compliance with CALEA?

66. Inaddition, we seek comment on the other section 107(b) factors that we must
consider in establishing technical requirements. Specifically, we seek comment on any cost-
effective methods for incorporating CALEA packet-mode requirementsinto a
telecommunications carrier's system, and whether or not this can be accomplished in a manner
that minimizes costs to residential ratepayers.*”® Further, we request additional comment on
whether the inclusion of packet-mode technical requirements to meet the assistance capability
requirements envisioned by Section 103 raises issues regarding the protection of privacy and
security of communications which are not authorized to be intercepted.** Additionally, we solicit
comment on whether the inclusion of such technical requirements would have a positive or
negative effect on the provision of new technologies and services to the public.’® Commenters
are also asked to provide detailed information regarding the amount of time and conditions that
they believe will be necessary to successfully develop and deploy packet-mode technical
requirements in telecommunications systems.*® Finally, we recognize that packet-mode issues are
complex, and that relative to the other issues under consideration herein, additional time may be
required to resolve them.

D. DoJ/FBI Punch List

1. General Comments

122 Section 103(a)(2) of CALEA, 47 U.S.C. § 1002(a)(2).
122 Section 107(b)(1), (3) of CALEA, 47 U.S.C. § 1006(b)(1), (3).
124 Section 107(b)(2) of CALEA, 47 U.S.C. § 1006(b)(2).
125 Section 107(b)(4) of CALEA, 47 U.S.C. § 1006(b)(4).
126 Section 107(b)(5) of CALEA, 47 U.S.C. § 1006(b)(5).
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67. DoJFBI maintain that the nine FBI punch list items must be implemented if
essential law enforcement requirements are to be met. DoJFBI assert that the basic goa of
CALEA's assistance capability requirements is to ensure that the technical ability of law
enforcement to carry out electronic surveillance meets, rather than falls short of, law
enforcement's legal authority. DoJFBI state that each of the nine capabilities missing from J-
STD-025 and requested in the DoJFBI Petition is firmly rooted in the language, legidative
history, and policies of CALEA, and that failure to provide these capabilities will result in serious
injury to the government's ability to enforce state and federal laws through electronic
surveillance.*

68. Telecommunications carriers and their representatives generally oppose inclusion
of any portion of the punch list in the final CALEA standard. The United States Telephone
Association (USTA) states that J-STD-025 already represents a compromise on the part of
industry.’® AT&T argues that industry and other public commenters have made a compelling
case that the FBI punch list of capabilitiesis not required by CALEA, whereas DoJFBI has made
only a showing of how beneficia the capabilities would be to future law enforcement
surveillance.” AT&T contends that the industry interim standard uses the precise definition of
call-identifying information set forth in CALEA, but that DoJFBI ask the Commission to go well
beyond this definition by including as "call-identifying" information: subject-initiated dialing and
signaling; party hold, drop, and join messages; and notification messages of network-generated in-
band and out-of-band signaling.™*® AT&T further argues that DoJFBI has not addressed section
107 of CALEA, which requires cost-effective implementation of the statute.”** AT& T contends
that the DoJFBI punch list isreally an attempt to force telecommunications carriers to provide
additional capabilities without reimbursement from law enforcement.**

69. BellSouth and CDT concur with AT& T's assessment regarding call-identifying
information. BellSouth states that CALEA defines call-identifying information narrowly as the
numbers identifying the calling and called parties, and not other carrier network messages, tones,

27 DoJFBI Reply Comments, at 4.
128 USTA Comments, at 3.

129 AT&T Comments, at 2.

0d. at 7.

3 AT&T Reply Comments, at 3.
132 AT&T Comments, at 5.
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signals, or information.™** CDT contends that DoJ/FBI is attempting to use CALEA to include
more data in the category of call-identifying information to ensure that such data can be available
under the less stringent legal standards applicable for the LEA to obtain pen register and trap and
trace authority than is required under Title 111 for the LEA to obtain call content information.***

70.  Other parties concur with AT& T regarding cost-effective implementation of the
punch list. AirTouch Communications, Inc. (AirTouch), for example, states that a vendor has
advised AirTouch that developing the punch list would require an effort exceeding by 160% the
substantial effort required to develop the industry standard. AirTouch therefore maintains that
implementation of the punch list would be costly and would divert resources from developing new
technologies and services.*® Sprint Spectrum L.P. d/b/a Sprint PCS (Sprint PCS) contends that
implementation of the punch list will amost certainly exceed the $500 million authorized by
Congress for implementation of CALEA.** USWest, Inc. (US West) states that rate increases
will likely be necessary if telecommunications carriers are required to implement any of the
additional capabilities proposed by DoJFBI.*

71.  Bell Emergis- Intelligent Signalling Technologies (Bell Emergis), on the other
hand, states that the entire punch list can be adopted as an Addendum to JSTD-025. Bell
Emergis contends that while there may be cost and technical difficulties in incorporating the punch
list within a switch-based approach, network-based solutions -- such as one it has developed --
meet the test of both cost effectiveness and technical achievability.**®

72.  DoJFBI disagree with commenters who reject the punch list, stating that these
commenters have a fundamental misunderstanding of the policies and goals of CALEA. DoJFBI
contend that Section 103 imposes mandatory assistance capability obligations that must be met by
all telecommunications carriers, and assert that commenters who suggest that law enforcement
concerns are of no more than secondary importance in the CALEA legidation are incorrect.
DoJFBI conclude that if the Commission does not implement the punch list in its entirety,

133 BellSouth Comments, at 7.

13 CDT Reply Comments, at 11-12.
135 AirTouch Comments, at 9.

1% Sprint PCS Comments, at 6.

137 US West Comments, at 9.

13 Bell Emergis Reply Comments, at 2-3.
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industry-promulgated standards will effectively replace the underlying statutory requirements of
Section 103.*** Below we discuss each punch list item in detall.

2. Content of subject-initiated conference calls

73.  Background. This capability would permit the LEA to monitor the content of
conversations connected via a conference call set up by the facilities under surveillance.
Surveillance of al portions of a conference call would continue, even if any party to the cal
utilized services such as hold, call waliting, or three-way calling. For example, if anyone involved
in a conference call were placed on hold, all remaining conversations would continue to be
available to the LEA for monitoring. The ability to monitor would continue even after the subject
drops off the conference call.

74.  AirTouch states that there is no basis to impose an enhanced conference call
requirement on carriers.*® AirTouch also states that it would appear to be easy for criminalsto
bypass this feature if carriers were to deploy it because it would enable law enforcement to
intercept only those conference calls that use the facilities under surveillance and are supported by
a conference service provided by the subject'slocal carrier. AirTouch maintains that law
enforcement would not be able to intercept conference calls when the subject no longer
participatesif the call is set-up by another person using another telephone or if the subject initiates
the call, but uses a conference bridge service offered by another carrier or service provider.***

75.  TIA arguesthat CALEA does not require delivery of conference call conversations
that cannot be heard over a subscriber's facilities, but only communications that are to or from a
subscriber. TIA states that implementation of this punch list item would result in an effectively
unlimited, and unwarranted, expansion of the "facilities’ doctrine of Titlel1l. TIA states that,
despite the fact that the DoJFBI Petition acknowledges that "facilities' have historically been
considered for Title 111 purposes as the subscriber's "terminal equipment,” DoJFBI now interpret
Title 111 asincluding not just the subscriber's facilities, but services aswell. Furthermore, in TIA'S
view, implementation of this feature would violate the limits on wiretaps and other searches
imposed by the Fourth Amendment. TIA argues that eliminating the required link to the
subscriber's facilities would take an interception far afield from the particular persons and places

¥ DoJFBI Reply Comments, at 12.
10 AjrTouch Reply Comments, at 6.
ML AirTouch Comments, at 14.
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with regard to which law enforcement has established "probable cause" warranting the electronic
surveillance.**

76.  DoJFBI disagree with the above commenters, arguing that Title 111 does not
require the target of the investigation to be on the line in order for law enforcement lawfully to
intercept communications taking place over the facilities under surveillance or supported by the
subscriber's service'® DoJFBI state that it is the subscriber who pays for call conferencing
capability and any charges associated with the duration of the call itself, demonstrating that the
subscriber's services are involved even if the subscriber drops off the call.*** DoJFBI maintain
that Title 111 does not confine the LEA to communications in which the individual under
investigation -- who may or may not be the subscriber -- istaking part. DoJFBI acknowledge
that the LEA is obligated to minimize the interception of communications not otherwise subject to
interception under Title I11, but contend that this minimization obligation does not foreclose the
LEA from intercepting communications that involve other criminal activity merely because they
do not involve the target of a particular investigation. DoJ/FBI conclude by stating that where a
conference call continues to be carried by the subscriber's facilities and supported by the
subscriber's services even when the subscriber is not on the line, the communications of all parties
to such acall are covered by Section 103(a)(1) of CALEA .**

77. Discussion. We tentatively conclude that the provision of the content of subject-
initiated conference calsis atechnical requirement that meets the assistance capability
requirements of Section 103.* With appropriate lawful authorization, the LEA is entitled to
"intercept, to the exclusion of any other communications, al wire and electronic communications
carried by the carrier within a service areato or from equipment, facilities, or services of a
subscriber."'*" TIA asserts that we must first determine whether a conference call capability
would unduly expand Title I11's concept of "facilities’ before deciding whether such a capability is
required under CALEA. We note, however, that the plain language of CALEA's Section 103

“2TIA Comments, at 30-38.

3 DoJFBI Comments, at 7.

1 DoJFBI Reply Comments, at 18.
%5 DoJ/FBI Comments, at 7-8.

46 47 U.S.C. § 1006(b).

W 47 U.S.C. § 1002(a)(1).

148 According to TIA, the term "facilities' under Title 11 is"limited by the requirement that the intercept
involve the actual telephone or other physical facilities of the intercept subject - as opposed to the entire system or
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includes the terms "equipment” and "services', in addition to "facilities." Also, according to the
legidative history, "conference calling” is one of the "features and services' that is covered by
CALEA.* We seek comment on our tentative conclusion. We also seek comment as to how the
Commission should define or interpret Section 103's use of the phrase "equipment, facilities, or
services' in the context of subscriber-initiated conference calls.

78.  Werecognize that different carriers provide conference calling features in various
ways and that not al carriers system architecture is the same. Some carriers, for example, may
have systems that support continuation of conference calls after the subscriber drops off the call,
while others may not. For those network configurations in which, when a subscriber drops off a
conference call, the call nevertheless remains routed through the subscriber's "equipment,
facilities, or services," we tentatively interpret CALEA as requiring the carrier to continue to
provide to the LEA the call content of the remaining parties, pursuant to court order or other
lawful authorization. For those configurations, however, in which, when the subscriber drops off
the call, the call is either disconnected or rerouted, and the "equipment, facilities, or services of a
subscriber” are no longer used to maintain the conference call, we tentatively conclude that
CALEA does not require the carrier to provide the LEA access to the call content of the
remaining parties. Moreover, in some cases where the call is re-routed, the content of the call
may no longer be classifiable as "communications carried by the carrier within a service ared’
pursuant to Sections 103(a)(1) and (d).**® Thus, under such circumstances, CALEA would not
require the carrier to modify its system architecture in order to support this particular technical
requirement. We seek comment on this tentative conclusion. Commenters should address how
Sections 103(a)(1) and (d) should be interpreted in this context. Also, we tentatively conclude
that CALEA does not extend to conversations between a participant of the conference call other
than the subject and any person with whom the participant speaks on an alternative line (e.g.,

network to which the telephones are attached.” TIA Comments, at 34-35; but see DoJ/FBI Joint Petition, at 27-33
("Title 111 does not require the subscriber to be "on the line" in order for law enforcement lawfully to intercept
communications taking place over the subscriber's facilities or supported by the subscriber's service.")

149 See H.R. Rep. No. 103-827, reprinted in 1994 U.S.C.C.A.N. 3489 (1994)(one of the purposes of the Act "is
to preserve the government's ability, pursuant to court order or other lawful authorization, to intercept
communications involving ... services and features such as ... conference calling.").

%0 Section 103(a)(1) and (d) of CALEA, 47 U.S.C. § 1002(a)(1) and (d). Section 103(a)(1) requires a carrier to
"ensure that its equipment, facilities, or services. . . are capable of . . . expeditiously isolating and enabling [lawful
interception of] all wire and electronic communications carried by the carrier within a service area to or from
[subscribers]. . ." (italics added). Section 103(d) requires that when a commercial mobile service carrier
conducting alawful interception of wire and electronic communications loses "access to the content of such
communications or call-identifying information within the service area . . ., information is made available to the
government . . . identifying the provider of a wire or electronic communication service that has acquired access to
the communications” (italics added).
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when A, the subject, is on a conference call with B and C, we tentatively conclude that C's
conversation with D on call waiting is beyond CALEA's requirements. We aso seek comment on
this tentative conclusion.

79.  Additionally, we seek comment on the section 107(b) factors that we must
consider in establishing a technical requirement or standard. Are there cost-effective methods of
incorporating access to conference call content into a telecommunications carrier's system? Can it
be accomplished in a manner that minimizes costs to residential ratepayers? Further, we request
comment on whether this proposal raises issues regarding the protection of privacy and security
of communications which are not authorized to be intercepted. Additionally, we solicit comment
on whether the inclusion of this technical requirement within the assistance capability
requirements envisioned by Section 103 would positively or negatively affect the provision of new
technologies and services to the public. Would, for example, networks have to be redesigned in
such away asto preclude certain new technologies or services? Finaly, commenters are asked to
provide detailed information regarding the amount of time and conditions that they believe will be
necessary to successfully develop and deploy this technical requirement in telecommunications
systems.

3. Party hold, join, drop on conference calls

80.  Background. Thisitem also involves features designed to aid aLEA in the
interception of conference calls. This feature would permit the LEA to receive from the
telecommunications carrier messages identifying the parties to a conversation at all times. The
party hold message would be provided whenever one or more parties are placed on hold. The
party join message would report the addition of a party to an active call or the reactivation of a
held call. The party drop message would report when any party to acall isreleased or
disconnects and the call continues with two or more other parties.

8l. AT&T statesthat DoJFBI admit that they have not received party hold, drop, and
join messages in the past, but DoJFBI claim thisinformation is now needed so that law
enforcement can demonstrate that a party hears material portions of acommunications. AT& T
contends, however, that these messages will not indicate to law enforcement whether a party
hears or does not hear any communication because the party may or may not be listening at
relevant times. AT&T further contends that its review of all wiretapping cases discloses no
decision where such information was an issue in any decided case. AT& T maintains that J-STD-
025 already provides law enforcement with all numbers dialed or received from any participant to
multi-party calls; change messages whenever call-identities are merged, split, or changed; and a
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message identifying when the resources for all legs of acall arereleased. AT&T concludes,
therefore, that addition of the instant punch list item is unnecessary to identify the call.**

82.  BdlSouth states that the call-identifying information intended by CALEA to be
provided to law enforcement is simply the telephone number indicating call origination or
destination. BellSouth argues that the additional information sought by law enforcement, such as
which parties are on acall, do not constitute origination or destination telephone numbers, and
therefore cannot be categorized as "call-identifying information.” Moreover, BellSouth argues,
party hold, drop, and join message information would be extremely difficult to provide because, in
all but the simplest cases, conference calls are established in a remote bridge, separate from the
voice switch.™

83.  TIA statesthat the industry interim standard already requires provision of
information that substantially satisfies the party join/drop capabilities requested by DoJFBI.
Thus, TIA maintains, law enforcement's primary dispute regarding thisissue is that J-STD-025
does not require a real-time message to be delivered to law enforcement whenever a participant is
placed on hold or released from hold by the subject. However, TIA argues, party hold
information is not call-identifying information nor isit reasonably available to the carrier. TIA
also states that a party who is not on hold may stop listening or walk away from the phone -- thus,
the DoJ/FBI rationale for adding this feature, that "without these messages, law enforcement
would not know who joins or leaves a conference call, whether the subject alternated between
calls, or which parties heard or said parts of the conversation,” is unpersuasive. Rather, TIA
states, the only persuasive evidence that a party heard an intercepted statement is a demonstration
that the party responded to the statement.™

84. DoJFBI disagree with the above parties, contending that party hold/join/drop
messages constitute call-identifying information. DoJFBI contend that carriers are obligated
under Section 103(a)(1) to provide this information, regardless of whether the LEA could have
acquired it through traditional monitoring techniquesin the past. DoJFBI state that party
hol d/join/drop messages enable the LEA to identify who is connected in a subject's conference call
at any point in the conference. Without these messages, according to DoJFBI, the LEA would
not know who joins or leaves a conference call, whether the subject alternated between calls, or
which parties heard or said particular parts of a conversation. Therefore, according to DoJFBI,

BLAT&T Comments, at 10-11.
152 Bell South Comments, at 9.
138 TIA Comments, at 51-55.
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this information must be added to the industry standard to ensure that the assistance capability
requirements of Section 103(a) of CALEA are met as intended by Congress.***

85. Discussion. We tentatively conclude that party hold/join/drop information falls
within CALEA's definition of "call-identifying information” because it is "signaling information
that identifies the origin, direction, destination, or termination of each communication generated
or received" by the subject.”® For example, party join information appears to identify the origin
of a communication; party drop, the termination of a communication; and party hold, the
temporary origin, temporary termination, or re-direction of a communication. This capability also
appears to be necessary to enable the LEA to isolate call-identifying and content information
because, without it, the LEA would be unable to determine who is talking to whom, and, more
accurately, to focus on the subject's role in the conversation.** Further, by isolating the call-
identifying information in this manner, the LEA can ascertain and isolate third parties who are not
privy to the communications involving the subject, thereby furthering the minimization concept.

86.  Accordingly, we propose that provision of party hold/join/drop information, if
reasonably available to the carrier, is atechnical requirement that meets the assistance capability
requirements of Section 103. We base this conclusion on the statutory language found in
Sections 103(a)(2) and 102(2). We note, however, that LEA access to this information would be
required only in those cases where the carrier's facilities, equipment or services are involved in
providing the service; in other words, when a network signal is generated. To the extent that
customer premises equipment (CPE) is used to provide such features, we tentatively conclude that
party hold/join/drop information could not be reasonably made available to the LEA since no
network signal would be generated. For example, many telephone sets have a "hold" button that
does not signal the network -- thus, from the carrier's point of view, the call's status is unchanged.
We seek comment on this tentative conclusion. We also seek comment on TIA's assertion that
party/hold/join drop information is aready substantially available to the LEA and, if so, whether it
isor needsto be provided in rea time.

% DoJFBI Reply Comments, at 50-54.
15 Section 102(2) of CALEA, 47 U.S.C. § 1001(2).

1% We note that Section 103 specifically requires a telecommunications carrier to:
(a) ensure that its equipment, facilities, or services that provide a customer or subscriber with the
ability to originate, terminate, or direct communications are capable of --
(2) expeditiously isolating and enabling the government, pursuant to a court order or other lawful
authorization, to access call-identifying information that is reasonably available to the carrier --
(B) in amanner that allows it to be associated with the communication
to which it pertains.
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87.  We seek comment on our proposal and, as required by section 107(b), on the other
factors that we must consider in establishing a technical requirement or standard. Are there cost-
effective methods of incorporating a party hold/join/drop capability into a telecommunications
carrier's system? Can it be accomplished in a manner that minimizes costs to residential
ratepayers? Further, we request comment on whether this proposal raises issues regarding the
protection of privacy and security of communications which are not authorized to be intercepted.
Additionally, we solicit comment on whether the inclusion of thistechnical requirement within the
assistance capability requirements envisioned by Section 103 would positively or negatively affect
the provision of new technologies and services to the public. Further, commenters are asked to
provide detailed information regarding the amount of time and conditions that they believe will be
necessary to successfully develop and deploy this technical requirement in telecommunications
systems.

4. Subject-initiated dialing and signaling infor mation

88.  Background. This capability would permit the LEA to be informed when a subject
using the facilities under surveillance uses services such as call forwarding, call waiting, call hold,
and three-way calling. DoJFBI requests this information for each communication initiated by the
subject. This capability would require the telecommunications carrier to deliver a message to the
LEA, informing the LEA that the subject has invoked a feature which would place a party on
hold, transfer acall, forward a call, or add/remove a party to acall.

89. USTA and US West state that such dialing and signaling activity goes beyond the
definition of call-identifying information set forthin CALEA.**" TIA concurs, contending that
DoJFBI offer no evidence that failure to provide information on all such signaling activity will
impair the ability of law enforcement to determine the destination of communications. TIA aso
contends that the DoJ/FBI petition does not identify any specific signaling activity that is both
required by CALEA and is not already required to be provided under the industry interim
standard, provided it is reasonably available. TIA states that the only additional information that
would be available under the DoJFBI request is the identity of the actual keys pressed by the
subject, but argues that thisinformation is not required by CALEA, asit is not reasonably
available and not built into the network.**®

90. DoJFBI disagree with the above parties, contending that such dialing and signaling
activity is cal-identifying information. Further, DoJFBI maintain that in the past the LEA was

5T USTA Comments, at 5; US West Comments, at 15.
18 T|A Comments, at 47-51.
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able to detect flash hook signaling by changes to the electric signals on the analog local 1oop, but
that digital switching now prevents the LEA from having this capability. DoJFBI state that
without access to such dialing and signaling activity the LEA may be unable to determine what
has happened to a call when the direction, or the destination, of the call dramatically changes. For
example, according to DoJFBI, a subject may use his’her flash hook capability to move back and
forth between two associates on concurrent calls, and without the receipt of a message showing
this signaling activity, the LEA may be unable to follow the course of the conversation or
determine to whom the subject is speaking at any given point.™

91. Discussion. Wetentatively conclude that subject-initiated dialing and signaling
information fits within the definition of call-identifying information contained in section 102(2) of
CALEA. For example, call-forwarding signaling information identifies the direction and
destination of acall, and call-waiting signaling information identifies the origin and termination of
each communication. We request comment on whether remote operation of these features should
affect our tentative conclusion. For example, a subject may be able to change some aspects of
his/her service from a pay telephone, as well as from the subject's telephone.

92. Weadso tentatively conclude that access to subject-initiated dialing and signaling
information may be necessary in order for the LEA to isolate and correlate call-identifying and call
content information. Knowing what features a subject is using will ensure that the LEA receives
information "in amanner that allows it to be associated with the communication to which it
pertains."** For example, without knowing that a subject has switched over to acall on
call-waiting, the LEA may not be able to associate the call-identifying information with the call
content to which it pertains and thus could be more likely to mistake one call for another. Once
again, to the extent CPE is used to perform any of the functions described here, and no network
signal is generated, that information will not be reasonably available to a carrier, and thus, should
not be required to be provided.*®*

93. Weobserve that signaling data indicating that the subject is accessing hig’her voice
mail is properly classified as "call-identifying information.” The contents of the voice mail,
however, fall outside the scope of CALEA. Thisis because voice mail "permits a customer to
retrieve stored information from . . . information storage facilities,"*** and CALEA does not apply

% DoJFBI Reply Comments, at 46-50.
1680 Section 103(a)(2)(B) of CALEA, 47 U.S.C. § 1002(a)(2)(B).

161 See supra 1 86; see also Sections 103(a)(2) and 103 (b)(1)(A) of CALEA, 47 U.S.C. 88 1002(a)(2) and
1002(b)(1)(A).

182 Section 102(6)(B)(i) of CALEA, 47 U.S.C. § 1001(6)(B)(i).
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to information services.® The requirement we propose below is consistent with this distinction

because it provides only the call identifying information and is not capable of providing voice
content.

94.  Accordingly, we propose to include information on subject-initiated dialing and
signaling that is reasonably available to the carrier as a technical requirement necessary to meet
the assistance capability requirements of Section 103. We base our conclusion regarding
subject-initiated dialing and signaling information that is reasonably available to the carrier on the
statutory language found in Sections 103(a)(2) and 102(2). We seek comment on this proposal
and, asrequired by section 107(b), on the other factors that we must consider in establishing a
technical requirement or standard. Are there cost-effective methods of providing subject-initiated
dialing and signaling information? Can this requirement be accomplished in a manner that
minimizes costs to residential ratepayers? Further, we request comment on whether this proposal
or tentative conclusion raises issues regarding the protection of privacy and security of
communications which are not authorized to be intercepted. Additionally, we solicit comment on
whether the inclusion of this technical requirement within the assistance capability requirements
envisioned by Section 103 would positively or negatively affect the provision of new technologies
and servicesto the public. Commenters are asked to provide detailed information regarding the
amount of time and conditions that they believe will be necessary to successfully develop and

183 See H.R. Rep. No. 103-827, reprinted in 1994 U.S.C.C.A.N. 3489, 3503 (1994) (noting that CALEA's
capability requirements do not apply to information services and stating that "storage of a message in a voice mail
or E-mail 'box’ is not covered by the bill. The redirection of the voice mail message to the 'box’ and the
transmission of an E-mail message to an enhanced service provider that maintains the E-mail service are
covered.") Section 103(b)(2)(A) of CALEA, 47 U.S.C. § 1002(b)(2)(A). We have recently, in the context of the
Telecommunications Act of 1996, drawn such a distinction between voice mail and other call features. See, e.g.,
In the Matter of Implementation of the Telecommunications Act of 1996: Telecommunications Carriers Use of
Customer Proprietary Network Information and Other Customer Information, {{ 73-74, 13 FCC Rcd 8061 (1998)
(observing that services formerly referred to as "adjunct-to-basic” -- "speed dialing, call forwarding, computer-
provided directory assistance, call monitoring, caller 1D, call tracing, call blocking, call return, repeat dialing, call
tracking, and certain centrex features" and "call waiting" -- were not information services, while "call answering,
voice mail or messaging, voice storage and retrieval services, fax store and forward, and Internet access services'
were information services); see also NPRM, In the Matter of Implementation of §255 of the Telecommunications
Act of 1996, 139, 1998 W 185139 (released April 20, 1998) (drawing the same distinction). In our recent Report
to Congress on Universal Service, we found that Congress intended the categories of "telecommunications service"
and "information service" to be mutually exclusive. See FCC 98-67, supra note 118, at 1 13.

We find these precedents applicable here because CALEA and the Communications Act of 1934 (as amended
by the Telecommunications Act of 1996) define the term "information services' virtually identically. Compare
section 102(6)(A),(C) of CALEA, 47 U.S.C. § 1001(6)(A),(C) with section 3(20) of Communication Act, 47 U.S.C.
§ 153(20). Furthermore, CALEA explicitly includes as an example of information services "a service that permits
a customer to retrieve stored information from, or file information for storage in, information storage facilities."
Section 102(6)(B) of CALEA, 47 U.S.C. § 1001(6)(B) (also including "electronic publishing" and "electronic
messaging services' as information services).
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deploy this technical requirement in telecommunications systems. In addition, excluding those
CPE-controlled features noted above, we request comment on whether information required to
provide LEAs with subject-initiated dialing and signaling activity is reasonably available to
carriers. Finally, we recognize that some commenters assert that at least portions of this technical
requirement may be provided through other features of JSTD-025. We request comment on the
accuracy of these contentions. Commenters should demonstrate clearly how the features required
are provided, or not provided, elsewhere in JSTD-025.

5. In-band and out-of-band signaling

95.  Background. Thistechnical requirement would allow atelecommunications carrier
to send a notification message to the LEA when any network message (ringing, busy, call waiting
signal, message light, etc.) is sent to a subject using facilities under surveillance. For example, if
someone leaves a voice mail message on the subject's phone, the notification to the LEA would
indicate the type of message notification sent to the subject (such as the phone's message light,
audio signal, text message, etc.). For cals the subject originates, a notification message would
also indicate whether the subject ended a call when the line was ringing, busy (a busy line or busy
trunk), or before the network could complete the call.

96. BellSouth states that, for telecommunications carriers to be able to signal aLEA
whenever a subject's service sends a network message to the subject or an associate, significant
technical upgrades to the carriers facilities would be needed, and even then the LEA would
receive mostly redundant information.®* PrimeCo Personal Communications, L.P. (PrimeCo)
concurs and argues that thisinformation is already readily available through the audio portion of a
call content intercept and, therefore, to procure this information, the LEA should be required to
obtain aTitle Il authorization. PrimeCo contends that Congress did not intend to "require the
specific design of systems or features' that would be required to implement this capability as a
"call-identifying" technical requirement.'¢®

97. TIA statesthat DoJFBI define network-generated in-band and out-of-band
signaling information to include any alerting of incoming calls or messages, audible indications of
incoming calls or messages, visua indications of incoming calls or messages, and a phanumeric
display information. TIA contends that, to the extent JSTD-025 does not already provide this

164 Bell South Comments, at 11-12.

18 PrimeCo Comments, at 16-17.
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information, the information is not "call-identifying" and is not required by CALEA to be
provided on acall data channel.**®

98.  DoJFBI contend that in-band and out-of-band signaling identifies the "direction,
destination, and/or termination” of a communication, and therefore is call-identifying information
that must be provided under CALEA. DoJFBI believe that the interim standard is deficient with
respect to this capability because it does not allow the LEA to ascertain what a subject hears and
sees when acall is not completed. DoJ/FBI assert that the capability they are requesting is
appropriately limited in scope because it relates only to signaling from the subscriber's service.*®”

99. Discussion. We believe that certain types of in-band and out-of-band signaling
information, such as notification that a voice mail message has been received by a subject,
constitute call-identifying information under CALEA. Nevertheless, there may also be other types
of in-band and out-of-band signaling information that would constitute call content information
and thus would raise questions as to under what authority they should be provided to the LEA.
However, for purposes of this proceeding, we do not address such questions of whether or what
type of authorization LEAs would need to access such information. Thisis up to the judicia
branch. Unless necessary to establish technical standards under CALEA’ s safe harbor, it is not
our intention to specifically decide whether certain types of in-band or out-of-band signaling is
either call content or call-identifying information since CALEA requires that carriers have the
ability to provide access to both. We request comment on what types of in-band and out-of-band
signaling should constitute a technical requirement necessary to meet the assistance capability
requirements envisioned by Section 103.1¢8

100. Also, inthe event that we ultimately determine that in-band and out-of-band
signaling is atechnical requirement necessary to meet the assistance capability requirements under
Section 103, we request comment on whether there are cost-effective methods of providing in-
band and out-of-band signaling to a LEA. Can this requirement be accomplished in a manner that
minimizes costs to residential ratepayers? Further, we request comment on whether this
requirement raises issues regarding the protection of privacy and security of communications
which are not authorized to be intercepted. Additionally, we solicit comment on whether the
inclusion of this technical requirement within the assistance capability requirements envisioned by
Section 103 would positively or negatively affect the provision of new technologies and services
to the public. Commenters are asked to provide detailed information regarding the amount of

18 TIA Comments, at 55-57.
7 DoJFBI Reply Comments, at 55-59.
168 47 U.S.C. § 1006(b).
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time and conditions that they believe will be necessary to successfully develop and deploy this
technical requirement in telecommunications systems.

6. Timing information

101. Background. In those cases where the LEA has obtained authorization to intercept
both content and call-identifying information, this capability would require that a
telecommunications carrier send call timing information to the LEA so that the LEA could
associate the call-identifying information with the actual content of the call. There would be two
elementsto this capability:

1) Each call-identifying message (answer message, party join message, party drop
message, etc.) would be time stamped within a specific amount of time from when
the event triggering the message occurred in the intercept access point.® This
time-stamp would alow the LEA to associate the message to the call content
information (i.e., the conversation).

2) A carrier would be required to send the message to the LEA within a defined
amount of time from the event to permit the LEA to associate the number dialed to
the conversation.

102. TIA states that these timing requirements are inconsistent with the capabilities of
existing telecommunications networks and lack any basisin CALEA.*® US West concurs, and
states that implementation of these capabilities would be quite expensive.'* PrimeCo states that
carriers vary considerably in size and technical resources, and therefore adoption of a uniform
timing standard is not appropriate.*”? BellSouth contends that establishing an arbitrary timing
requirement, without a thorough knowledge of how CALEA will be implemented, is
inappropriate.’” SBC states that the timing of delivery of cal-identifying informationisa
function of network and equipment design, and that DoJFBI cannot point to an actual casein

1% The intercept access point is the point in the system where the subscriber's phone line is tapped, usualy at
the switch.

0TIA Comments, at 63.

M USWest, at 22.

172 PrimeCo Comments, at 18.
173 Bell South Comments, at 13.
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which the timing of a carrier's delivery of call-identifying information has ever led to a crime that
otherwise would have been prevented.*™

103. DoJFBI disagree with the above parties, arguing that atiming capability is
essential to law enforcement. DoJFBI cite a kidnapping as an example of a Situation where
timely delivery of call-identifying information is critical.!”® DoJFBI state that in such a situation if
call-identifying information is not provided until the end of acall, it may be of little value to the
LEA. DoJFBI state that it has requested transmission to the LEA from the carrier within three
seconds from the time of the event because that timeframe is well within the state-of-the-art, and
use of a precise time stamp isimportant to accurately record events.*

104. Discussion. We tentatively conclude that time stamp information fits within the
definition of call-identifying information contained within section 102(2) of CALEA"" and will
alow such information "to be associated with the communication to which it pertains."*”® We
propose to include timing information that is reasonably available to the carrier as atechnica
requirement necessary to meet the assistance capability requirements of Section 103(a). We seek
comment on this proposal. We base this conclusion on the statutory language found in Section
103(a)(2), and on our tentative conclusion that such information falls within the definition of call-
identifying information in section 102(2). A time stamp permits identification of a given call from
a series of calls made within a short timeframe, and is necessary to alow a LEA to associate call-
identifying information with the communication to which it pertains. We note, however, that
CALEA does not impose a specific timing requirement on carriers. Rather, it states that carriers
must "expeditiously" isolate and enable the government to access call-identifying information
"before, during, or immediately after the transmission of awire or electronic communication (or at
such later time as may be acceptable to the government); and in a manner that alowsit to be
associated with the communication to which it pertains."*”® Therefore, we seek comment on what
is a reasonable amount of time to require the carriers to deliver the time stamped message to the
LEA. We note that DoJFBI have requested delivery within 3 seconds of the beginning of the
event and with an accuracy of 100 milliseconds. Commenters should address whether thisisa
reasonable time frame, and whether there are any technical barriers to implementing such a

174 SBC Comments, at 12.

% DoJFBI Reply Comments, at 59-66.

78 1d. at 62.

177 Section 102(2) of CALEA 47 U.S.C. § 1001(2).

178 See supra note 160.

1 Section 103(a)(2) of CALEA, 47 U.S.C. § 1002(3)(2).
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requirement. Commenters proposing an alternative time frame should a so address technical
feasibility and how such atime frame will satisfy the requirements of the statute.

105. In addition, we seek comment, as required by section 107(b), on the factors that
we must consider in establishing atechnical requirement. Are there cost-effective methods of
providing timing information to a LEA? Can this requirement be accomplished in a manner that
minimizes costs to residential ratepayers? Further, we request comment on whether this proposal
raises issues regarding the protection of privacy and security of communications which are not
authorized to be intercepted. Additionally, we solicit comment on whether the inclusion of this
technical requirement within the assistance capability requirements envisioned by Section 103
would positively or negatively affect the provision of new technologies and services to the public.
Commenters are asked to provide detailed information regarding the amount of time and
conditions that they believe will be necessary to successfully develop and deploy this technical
requirement in telecommunications systems.

7. Surveillance status

106. Background. This capability would require the telecommunications carrier to send
information to the LEA to verify that a wiretap has been established and is still functioning
correctly. Thisinformation could include the date, time, and location of the wiretap; identification
of the subscriber whose facilities are under surveillance; and identification of all voice channels
that are connected to the subscriber. Thisinformation would be transmitted to the LEA when the
wiretap is activated, updated or deactivated, as well as periodically (varying from once every hour
to once every 24 hours).

107. AT&T arguesthat CALEA permits telecommunications carriers to meet their
obligationsin this regard by whatever means they choose, including human intervention.’® TIA
states that the only statutory basis asserted by DoJFBI for this capability is that Section 103(a) of
CALEA dtates that telecommunications carriers "shall ensure” that their equipment is capable of
providing access to communications and call-identifying information.’®* SBC concurs that
CALEA does not mandate that carriers provide the status of wiretaps to law enforcement in real
time. SBC also argues that test procedures are available by which law enforcement can perform
this function in concert with carrier personnel.*® PrimeCo states a more reasonable means of
verifying whether awiretap is operational is to perform a periodic trap and trace test of the

180 AT& T Comments, at 13.
1B T|A Comments, at 68.
182 SBC Comments, at 13.
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target's phone number.® Finaly, AirTouch states that it has been informed by a vendor that the
cost of developing a surveillance status message would be "exorbitant." 8

108. DoJFBI state that, in the context of the analog network, the LEA employs non-
automated means to determine whether the interception device is accessing the correct equipment,
service, or facility, but that digital switching precludes the LEA from performing this function
because it does not allow similar access to the intercept location. DoJ/FBI argue that without a
surveillance status message, the LEA would not know when the intercept is turned on or off, or if
it has failed; therefore, important evidence could be lost.*** Finaly, DoJFBI object to human
intervention as a possible solution to this requirement because they state that such intervention
would be costly and impractical .*®

109. Discussion. CALEA requires carriers to ensure that authorized wiretaps can be
performed in an expeditious manner,*®” and we believe that a surveillance status message could
assist carriers and LEAS in determining the status of such wiretaps. We tentatively conclude,
however, that a surveillance status message does not fall within any of the provisions of Section
103. We do not believe that it is call-identifying information as defined by CALEA, since the
information such afeature would provide is unrelated to any particular call. Nor does a
surveillance status message appear to be required under Section 103(a)(1), sinceit is not
necessary to intercept either wire or electronic communications carried on a carrier's system. Nor
are we persuaded by the FBI's interpretation that a surveillance status message is required by
CALEA'sdirection that a carrier "shall ensure” that its system is capable of meeting the Section
103(a) requirements. Rather, we note that the Act expressly states. "a telecommunications
carrier shall ensure that its equipment, facilities, or services. . . are capable of" intercepting
communications and allowing LEA access to call-identifying information.’®® We interpret the
plain language of the statute to mandate compliance with the capability requirements of Section
103(a), but not to require that such capability be proven or verified on a continual basis.

183 primeCo Comments, at 20.

184 AirTouch Comments, at 24.

18 DoJ/FBI Joint Petition for Expedited Rulemaking, March 27, 1998, at 54-565.
18 DoJFBI Reply Comments, at 73.

187 Section 103(a) of CALEA, 47 U.S.C. § 1002(a).

18 4.
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110. Thus, we tentatively conclude that the surveillance status punch list item is not an
assistance capability requirement under Section 103.2* However, we invite comment as to how,
generally, carriersintend to ensure that wiretaps remain operational. How, specifically, would
"human intervention" be exercised? For example, do carriers plan to periodically check the circuit
manually and notify the LEA that the wiretap remains operational? Further, to the extent
commenters continue to believe that an automated surveillance status message is necessary to
implement the requirements of Section 103, we seek comment on the 107(b) factors that the
Commission must evaluate under CALEA. In what manner could such afeature be provided?
Are there cost effective methods of providing surveillance status information to aLEA? Can this
requirement be accomplished in a manner that minimizes costs to residential ratepayers? Could
such provision of surveillance status messages compromise the privacy and security of
communications not authorized to be intercepted? Would the provision of such information
constrain a carrier's ability to develop and deploy new technologies and services? What period of
time would be required to develop and deploy such afeature? And, to the extent that this
information were to fall under the definition of call-identifying information, is it reasonably
available to carriers?

8. Continuity check tone

111. Background. Thistechnical requirement would require that, in cases where aLEA
has obtained authority to intercept wire or electronic communications, a C-tone or dial tone be
placed on the call content channel (CCC) received by the LEA from the telecommunications
carrier until a user of the facilities under surveillance initiates or receives acall.’® At that point,
the tone would be turned off, indicating to the LEA that the target facilitieswerein use. This
capability would permit correlation between the time a call isinitiated and the time the connection
is established. The C-tone would also verify that the connection between the carrier's switch and
the LEA isin working order.

112. AirTouch states that there is no basisin CALEA for this capability, and that it
particularly objects to the FBI's demand that CMRS providers be responsible for providing a
continuity tone over the delivery circuits law enforcement agencies will use. AirTouch asserts
that in most circumstances, the LEA will obtain its delivery circuits from a LEC, not from a
CMRS provider. In those circumstances, according to AirTouch, the responsibility to ensure that
the delivery circuit is operationa should fal on the LEC, not the CMRS provider, which has no

189 Section 107(b)(1) of CALEA, 47 U.S.C. § 1006(b)(2).

0 This feature differs from a surveillance status message because it permits the LEA to know whether the
facilities under surveillance have an active call. A surveillance status message permits the LEA to know that the
wiretap is operational, whether or not there is an active call.
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control over either the circuitsin question or over the LEC that owns and provides the circuits.™

BellSouth contends that a continuity tone check is technically feasible only when dedicated
content channels are provided and otherwise should not be required.'*?

113. DoJFBI state that the LEA, in the context of the analog network, can provide
itself with a continuity tone when it conducts interceptions, and that if a ssmilar capability is not
provided in digital networks, the LEA will lose the ability to verify the efficacy, accuracy, and
integrity of awiretap.® DoJFBI argue that Section 103 places an affirmative obligation on the
carrier to verify that its equipment is operational and law enforcement has accessto all
communications and call-identifying information within the scope of the authorized surveillance.
DoJFBI maintain that the interim standard does not contain any provisions that give effect to this
affirmative statutory obligation, and state that its proposal would not require any carrier to
implement any particular design or equipment.’*

114. Discussion. Aswith the case of surveillance status messages, we believe that
continuity tone could assist the LEA in determining the status of awiretap, but that this technical
requirement is not necessary to meet the mandates of Section 103(a). Similar to our reasoning
regarding surveillance status messages, we do not believe that a continuity tone falls within
CALEA's definition of call-identifying information, nor does it appear to be required under
Section 103(a)(1), since it is not necessary to intercept either wire or electronic communications
carried on acarrier's system. Furthermore, as explained above, the plain language of the statute
mandates compliance with the capability requirements of Section 103(a), but does not require that
such capability be proven or verified on a continual basis. Thus, we tentatively conclude that the
continuity tone punch list item is not an assistance capability requirement under Section 103.'%°

115. However, to the extent commenters continue to believe such atechnical
requirement is necessary to implement the requirements of Section 103, we seek comment on the
107(b) factors that the Commission must evaluate under CALEA. In what manner could such a
feature be provided? Are there cost effective methods of providing a continuity toneto a LEA?
Can this requirement be accomplished in a manner that minimizes costs to residential ratepayers?
Could provision of a continuity tone somehow compromise the privacy and security of

B AirTouch Comments, at 24-25.

192 BellSouth Comments, at 15.

%8 DoJ/FBI Joint Petition for Expedited Rulemaking, March 27, 1998, at 54.
¥ DoJFBI Reply Comments, at 67-70.

1% Section 107(b)(1) of CALEA, 47 U.S.C. § 1006(b)(1).
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communications not authorized to be intercepted? For example, could such atone be detected by
the subscriber whose facilities are under surveillance? Would the provision of such information
constrain a carrier's ability to develop and deploy new technologies and services? And findly,
what period of time would be required to develop and deploy such afeature?

9. Feature status

116. Background. Thistechnical requirement would require a carrier to notify the LEA
when specific subscription-based calling services are added to or deleted from the facilities under
surveillance, including when the subject modifies capabilities remotely through another phone or
through an operator. Examples of such services are call waiting, call hold, three-way calling,
conference calling, and call return.*® Also, the carrier would be required to notify the LEA if the
telephone number of the facilities under surveillance was changed or service was disconnected.™’

117. USWest states that feature status information does not identify any telephone
numbers or digits dialed by subscribers, and is therefore beyond the scope of CALEA.® SBC
and BellSouth agree that feature status messages are not call-identifying information.*®

118. AT&T states that notification to the LEA of a change in feature status, indicating
that a subscriber has added or has dropped services, is provided currently by manual means, i.e.,
in response to a subpoenato the carrier. AT& T argues that nothing in CALEA requires the
automation of such a process, and in fact the complexity and cost involved in doing so likely
would be enormous.®® PrimeCo states that the DoJFBI claim that feature status information

1% We note that some services, such as call return, are available on either a subscription or per-call basis.
DoJFBI assert, however, that the availability of per-call featuresisirrelevant to their petition and that they do not
seek to require carriers to notify aLEA of a subscriber's use of these features. They explain that carriers should
simply alert a LEA to the assignment or removal of features that can affect call content or call-identifying
information from aline under surveillance. They conclude that, "[a]s a practical matter, law enforcement will
know in advance what per-call features a particular carrier makes available to its subscribers, and will have
collected enough information to predict the. . . likely use of such features, before initiating an intercept, and will
be able to order the appropriate number of call content and call data channels based on thisinformation.” See
DoJFBI Reply Comments, at 74.

¥7 DoJ/FBI Joint Petition for Expedited Rulemaking, March 27, 1998, at Appendix 1, 14-15.
1% US West Reply Comments, at 3-4.

1% SBC Comments, at 13; Bell South Comments, at 14.

20 AT&T Comments, at 13.
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"represents the most appropriate way to 'meet the assistance capability requirements of Section
103 by cost-effective methods" is unsupported by the record.®*

119. TIA statesthat it is unclear whether DoJFBI contemplate the delivery of afeature
status message at the time the subscriber requests the change or at the time the change is actually
executed. TIA assertsthat if carriers were required to provide feature status messages at the time
that the subscriber submits a request, they would have to reconfigure entire customer service
databases and other operating software to provide automatic messaging to law enforcement -- a
capability that is not supported by the present design of these systems.®?

120. DoJFBI disagree with the above parties, contending that the provision of an
automated feature status message is essential to enable the LEA to procure the number of delivery
channels or circuits required to ensure that the interception is fully effectuated and the intercepted
material delivered as authorized. DoJFBI argue that whenever a subscriber has the capability of
making multi-party calls, the LEA must have accessto all call content channels to ensure that it
will recelve al communications and call-identifying information that are subject to a court order
or other lawful authorization. DoJFBI contend that, in modern networks, the subscriber may
change calling services at any time and, thus, the LEA needs to know what features are activated
on asubscriber's service at any time in order to determine how many interception delivery
channels and circuits are necessary to ensure that call content and call-identifying evidence are not
lost.?® In responseto TIA's comments, DoJFBI state that they are proposing that the LEA be
notified only when a change in feature status becomes effective for the subscriber, not when the
subscriber requests a change.®*

121. Discussion. Similar to surveillance status messages and continuity tones, we
believe that feature status messages could be useful to aLEA, but that provision of these
messages from a carrier to a LEA is not required to meet the mandates of Section 103(a). First,
we believeit is clear that feature status messages do not constitute call-identifying information
because they do not pertain to the actual placement or receipt of individual calls. Further, feature
status messages do not appear to be required under Section 103(a)(1) because they are not
necessary to intercept either wire or electronic communications carried on a carrier's system.
Rather, they would simply aid a LEA in determining how much capacity is required to implement
and maintain effective electronic surveillance of atarget facility, information that could be useful

2 PrimeCo Reply Comments, at 5.

22 T|A Comments, at 70-72.

23 DoJ/FBI Joint Petition for Expedited Rulemaking, March 27, 1998, at 56.
24 DoJFBI Reply Comments, at 73.
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in assuring that an interception is fully effectuated and the intercepted material delivered as
authorized. However, as noted by AT& T, the information that would be provided by feature
status messages can be provided by other means, such as a subpoenato the carrier. In any event,
we reiterate our view that the plain language of the Act mandates compliance with the assistance
capability requirements of Section 103(a), but does not require carriers to implement any specific
guality control capabilitiesto assist law enforcement. Thus, we tentatively conclude that the
feature status punch list item does not meet the assistance capability requirements of Section
103.%°

122.  We note, however, that at least some of the information that would be provided by
feature status messages -- for example, a change to the phone number of the facilities under
surveillance -- must be provided to the LEA expeditioudly if electronic surveillance isto be
effective. We request comment on whether this information can be provided in such an
expeditious manner by other means. We also request comment on any other aspects or
interpretations of afeature status capability that might cause at least some portion of this feature
to meet the assistance capability requirements of Section 103. To the extent commenters believe
that such a capability is necessary to implement the requirements of Section 103, we seek a
particularized description of such a capability and comment on the 107(b) factors that the
Commission must evaluate under CALEA. In what manner could such a capability be provided?
Arethere cost effective methods of providing feature status messagesto a LEA? Can this
requirement be accomplished in a manner that minimizes costs to residential ratepayers? Could
provision of feature status messages to aLEA compromise the privacy and security of
communications not authorized to be intercepted? Would the provision of such information
constrain a carrier's ability to develop and deploy new technologies and services? And findly,
what period of time would be required to develop and deploy such a capability?

10. Dialed digit extraction

123. Background. This capability would require the telecommunications carrier to
provide to the LEA on the call data channel any digits dialed by the subject after connecting to
another carrier's service (also known as "post-cut-through digits'). One example of such dialing
and signaling would occur when the subject dials an 800 number to access along distance carrier.
After connecting to the long distance carrier through the 800 number, the subject then dials the
telephone number that is the ultimate destination of the call.

124. TIA maintains that post-cut-through digits are not call-identifying information for
theinitial carrier and are not reasonably available to that carrier. Further, according to TIA, the
delivery of post-cut-through dialing information pursuant to a pen register order would not

25 Section 107(b) of CALEA, 47 U.S.C. § 1006(b).
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protect "the privacy and security of . . . call-identifying information not authorized to be
intercepted” because post-cut-through digits could include credit card numbers and other
substantive information such as responses to an automatic queuing system, which the LEA is not
entitled to without a Title 11 authorization. TIA states that a carrier would have no means of
segregating protected information that is not subject to a pen register order from call-routing
digitsthat are provided. Finally, TIA argues that post-cut-through dialing information is already
available to law enforcement under the industry interim standard pursuant to either a Title I11
content intercept order or a pen register order or subpoena directed to the long-distance carrier
that completes the second stage of the call.®® Therefore, TIA concludes that the real agenda of
DoJFBI isto be able to obtain post cut-through digits through a pen register order addressed
solely to the carrier conducting the initial intercept, in order smply to avoid the inconvenience and
expense associated with the two methods aready available to it.?”

125. Ameritech, AT&T, CDT, EPIC/EFF/ACLU, Primeco, SBC, and USTA voice
concerns similar to TIA's?® CDT states that the legidative history of CALEA makes clear that
call-identifying information does not include dialed numbers after call cut-through.”® CDT
contends, however, that the fact that this capability is not mandated by CALEA in no way
prevents the LEA from obtaining post-cut-through digits because those digits are available from
the long-distance carrier that completes the call.?*°

126. USWest states that, from the perspective of a LEC, once a subject establishes a
connection with an IXC the call has terminated at the IXC's platform, and the LEC has no special
access to or reason to know the second number dialed.?* AirTouch states that it is undisputed
that CMRS carriers cannot provide post-cut-through digits without additional developmental
work by vendors and major system modifications by carriers. Therefore, according to AirTouch,
this capability is not reasonably available to the CMRS industry. Further, AirTouch maintains that
law enforcement may receive these digits either with a Title I11 order or a call-identifying order

2% See also AirTouch Reply Comments, at 10.
27 TIA Comments, at 41-46.

28 Ameritech Comments, at 8; AT& T Comments, at 10; CDT Comments, at 41-44; EPIC/EFF/ACLU
Comments, at 27; Primeco Comments, at 13; SBC Comments, at 14; and USTA Comments, at 7.

29 CDT Comments, at 42.
20 CDT Reply Comments, at 13-16.
21 US West Comments, at 18.

55



Federal Communications Commission FCC 98-282

served on the long-distance carrier that completes the second stage of the call.*? Finally,
according to AirTouch, avendor has advised that the cost of developing the post-cut-through
dialing capability would likely exceed the cost of developing al of the other punch list items
combined.”3

127. DoJFBI state that dialed digits used to complete a call are "dialing or signaling
information"” that identifies the "destination™ of the call and falls within CALEA's definition of
"cal-identifying information,” but that this information is not included in the industry interim
standard.?* DoJFBI contend that this information must be provided because without it the LEA
may find it substantially more difficult, if not impossible, to establish the identity of the party to
whom the subject is speaking due to the fact that the subject may use multiple long distance
carriers. For example, according to DoJFBI, in an illegal drug case the LEA might be unable to
link a drug distributor with the source of the drugs because the LEA would have information only
about which long distance company the distributor was using --not the subsequent post-cut-
through digits that would identify the source. DoJ/FBI conclude by stating that CALEA does not
draw any distinction between pre-cut-through and post-cut-through dialing or signaling
information to process, direct, or complete a call; and that there is no privacy-based reason under
CALEA, the pen register statutes, or the Constitution to prevent a telecommunications carrier
from providing al such information to the LEA .

128. Proposal. We tentatively conclude that post-cut-through digits representing al
telephone numbers needed to route a call, for example, from the subscriber's telephone through its
LEC, then through I XC and other networks, and ultimately to the intended party are
call-identifying information. We seek additiona comment on whether such call-identifying
information is reasonably available to the carrier originating the call. Currently, the second set of
numbers a subject dials (the final destination of the call) apparently is transmitted over the CCC
(the content portion of the connection) and not over the CDC (a separate signaling channel). This
method of transmission raises two primary questions. (1) Since the post-cut-through digits are
provided on the content portion of the connection, should those numbers be considered content
for purposes of CALEA?; and (2) Technically, how can such post-cut-through digits be extracted
from the content channel and delivered to a LEA by acarrier? We seek comment on whether
originating, intermediate, or terminating carriers can deliver such call-identifying information by
cost-effective means. We are also aware of the concerns expressed by industry and privacy

22 AjrTouch Reply Comments, at 10.

23 AjrTouch Comments, at 18.

24 DoJFBI Reply Comments, at 38-39.

25 DoJ/FBI Joint Petition for Expedited Rulemaking, March 27, 1998, at 39-41.
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advocates that this dialed digit extraction feature could prove to be inordinately expensive to
design, build, and incorporate into telephone network infrastructures. The record established thus
far does not reflect any specific cost estimates but does raise the possibility that there may be
newly available, less expensive solutions for this feature,?'® although it is not clear if such
solutions have the capability of separating post-cut-through call-identifying digits from those
dialed to perform other functions. We seek comment on this proposal and, as required by section
107(b), on the other factors that we must consider in establishing a technical requirement. Can it
be accomplished in a manner that minimizes costs to residential ratepayers? Additionally, we
solicit comment on whether our proposal would positively or negatively affect the provision of
new technologies and services to the public. Commenters are asked to provide detailed
information regarding the amount of time and conditions that they believe will be necessary to
successfully develop and deploy this technical requirement in telecommunications systems.
Finaly, we request detailed comment on how the privacy and security of communications that are
not authorized to be intercepted can be protected. In particular, we request comment on whether
and how such call-identifying information can be distinguished from digits dialed to perform other
functions (e.g., to input a credit card number or to access information services after the call
reachesits final destination in the PSTN).

E. Disposition of J-STD-025

129. Parties supporting adoption of J-STD-025 as the final standard state that if
deficiencies are found, the Commission should remand to TIA the task of remedying these
deficiencies. TIA states that the telecommunications industry drafted the interim standard and is
best quaified to modify it pursuant to any instructions from the Commission. TIA raises severa
reasons as justification for such an approach: the primary role of the industry in standards-setting
under CALEA, the technical complexity of the matters at issue, the lack of specificity in the
DoJFBI petition regarding the bases of the claimed deficiencies of the interim standard, and the
fact that the industry is best positioned to adopt standards which provide for CALEA compliance
while minimizing costs and impact on ratepayers. TIA aso believes that the Commission lacks
the experience and resources to modify the standard on its own.?*

130. AT&T, Nextel Communications, Inc. (Nextel), the Personal Communications
Industry Association (PCIA), SBC, and US West generally concur with TIA.#® US West states
that if we decide to modify J-STD-025 in any respect, we should remand the revised standard for

216 See, e.9., Bell Emergis Reply Comments, at 2-3.
A7 TIA Comments, at 29.

2B AT&T Comments, at 15-17; Nextel Comments, at 13; PCIA Comments, at 6-7; SBC Comments, at
16-17; US West Comments, at 31-33.
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implementation to TR45.2 because that TIA subcommittee has been devel oping technical
requirements for CALEA for three years.

131. DoJFBI disagree, stating that a remand to TR45.2 would result in substantial
delay in the implementation of CALEA's assistance capability requirements. DoJFBI assert that
the Commission has the expertise required to identify and prescribe appropriate technical
requirements and standards under section 107(b).?°

132. Proposal. We believe that the technical requirements proposed herein can be most
efficiently implemented by permitting Subcommittee TR45.2 of the TIA to develop the necessary
specifications in accord with our determinations. We note that CALEA contemplates that
standards will be developed either "by an industry association or standard-setting organization, or
by the Commission."?* We note that both LEAS, carriers and manufacturers are voting members
of the Subcommittee. While we could undertake this task, we believe that the Subcommittee
already has the experience and resources in place to resolve these issues more quickly. Both law
enforcement agencies and telecommunications manufacturers and carriers participate on the
Subcommittee. The Subcommittee worked diligently over a period of severa yearsto craft J
STD-025 and both LEAs and privacy groups agree with -- or, at least do not raise any specific
objections to -- the vast majority of the features of that standard. A Commission-based standard-
setting activity would necessarily have to rely heavily on the Subcommittee to modify J-STD-025
in any event, and thus would very likely take longer than industry-based processes to develop a
final safe harbor standard. Our decision to rely on industry to develop the final technical
specifications reflects our commitment to achieve a CALEA solution as expeditiously as possible.

133. Accordingly, we expect TIA to undertake the task of modifying J-STD-025 to be
consistent with the technical requirements we ultimately adopt in this proceeding. Further, we
expect the TIA to complete any such modifications to JSTD-025 within 180 days of release of
the Report and Order in this proceeding. While thisis an ambitious schedule, we believeit is
achievable because the TIA has been examining CALEA technical standards issues for severa
years, and the modifications to J-STD-025 are likely to be relatively limited. Infact, al of the
technical requirements that we have identified for modification were previousy considered in
detail by TIA Subcommittee TR45.2. We note that any telecommunications carrier conforming
with the revised standard will be considered to have complied with CALEA’s safe harbor
provisions under section 107(a)(2). We consider 180 days a sufficient time period for industry to
adopt revised technical standards compliant with CALEA and we believe that industry will be able

28 US West Comments, at 31-33.
20 DoJ/FBI Comments, at 26.
2147 U.S.C. § 1006(a)(2).
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to comply with the core requirements of J-STD-025 (excluding the packet-mode feature) by June
30, 2000. Therefore, we do not plan to extend the CALEA compliance deadline for the core J-
STD-025 requirements beyond that date, except in the case of individua extenuating
circumstances, to which the criteria of section 107(c) of CALEA would apply.?? Based on
comments received in response to this Further NPRM, we will set a separate deadline for
compliance with the additional technical requirements that we determine CALEA mandates. We
seek comment on these tentative findings and conclusions.

F. Other Technologies and Systems

134. Wenotethat TIA's J-STD-025 applies only to "wireline, cellular, and broadband
PCS carriers."?® CALEA assistance capability requirements for other telecommunications
carriers, including paging, specialized mobile radio (SMR), and satellite services, are not covered
by JSTD-025. Industry associations or standard-setting organizations that represent such
carriers may establish voluntary standards to achieve compliance with Section 103 by the June 30,
2000 deadline, and take advantage of the safe harbor provision of section 107(a). The absence of
an industry standard, however, does not relieve such carriers from the obligations imposed by
Section 103.?* |n the absence of a publicly available standard, a carrier will have to work with its
vendors to develop an individual CALEA solution. And, as noted above, because compliance
with an industry standard is voluntary, not compulsory, under the Act, acarrier isfreeto choose a
CALEA solution that is specifically tailored to its particular system and technology.

135. We note that, with regard to these other carriers, the Commission has received no
petitions asking us to either set a standard in the absence of one or find that a given standard is
deficient. Nevertheless, we believe that the certainty we provide in establishing the technical
requirements for wireline, cellular, and broadband PCS carrier CALEA compliance will enable
manufacturers and providers of other telecommunication services to work with the law
enforcement community to develop technical requirements that will meet CALEA's mandates, and
that could be specified in voluntary industry standards that would allow carriers to take advantage
of the safe harbor under section 107(a).

136. The comments from industry associations, manufacturers, and telecommunications
carriers not covered by the industry interim standard urge the Commission to resolve the dispute

22 Spe 47 U.S.C. § 1006(C).
2 TIA Comments, at 15 n.43.
2447 U.S.C. § 1006(8)(3)(B).
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regarding TIA's JSTD-025 standard and the requirements for compliance with CALEA %
Generally, these commenters support the policy of alowing industry associations to develop their
own standards for CALEA compliance rather than the Commission doing so through regulatory
mandates.?® PCIA warns that the Commission should not "substitute its judgment for the
reasoned consensus of an overwhelming majority of industry participants." Both PCIA and
Nextel suggest that the Commission should instead remand "any final determination on
capabilitiesto TIA's TR45 expert committee."?’ Moreover, Nextel's reply comments stress that
the "Commission must not preclude other industry associations or standard-setting organizations
from promulgating standards or requirements that are aimed more at specific services or
technologies such as paging, digital dispatch or wireless data to the extent any of these services
are covered by CALEA."?® Nextel's comments generally stress the importance of creating
specific standards that focus on network design and the information generated by certain
communications methods, and explain that the Commission's rules should not foreclose the
development of such aternative standards.?®

137. These commenters also emphasize that they will work closely with law
enforcement to develop standards, which would function as safe harbors, for those carriers not
covered by the industry interim standard. For instance, PCIA explains that on May 4, 1998, the
CALEA Subcommittee of its Technical Committee, with input from law enforcement, published
Version 1.0 of its CALEA Specification for Traditional Paging.?° Pursuant to this standard,
PCIA contends that paging providers offering one-way paging service can comply with Section
103 and be afforded safe harbor under section 107(a) by providing law enforcement officials,
upon presentation of avalid warrant, with a cloned pager.®* PCIA's subcommittee also plansto
develop and publish standards for advanced paging services and ancillary service providers that
would establish a CALEA safe harbor for carriers providing such services.”?

5 pPCIA Comments, at 4, AMTA Comments, at 5; Nextel Comments, at 13.
#6 pCIA Comments, at 4; AMTA Comments, at 1.

%7 Nextel Comments, at 13; PCIA Comments, at 6.

28 Nextel Reply Comments, at 4.

2 |d, at 15-16.

%0 pCIA Comments, at 7.

= d.

2 |d. at 7-8.
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138. Similarly, the American Mobile Telecommunications Association (AMTA) notes
that "its members have in the past and will in the future cooperate with law enforcement personnel
in court-ordered electronic surveillance to the maximum extent possible, whether or not that
assistance is provided pursuant to CALEA requirements."?* AMTA also explains that although
the FBI has been silent in response to questions regarding whether the technical parameters of
AMTA members systems fall under the auspices of CALEA, AMTA has nonethel ess undertaken
a standards-setting process for SMR systems.?* AMTA states that it fears that unless it develops
a SMR standard for compliance, its members might face enforcement actions and economic
penalties under the provisions of the Act.”*

139. Comments by carriers and associations using technologies and systems not covered
by JSTD-025 generaly express concern about the lack of clarification regarding whether their
equipment, facilities and services are subject to the requirements of CALEA.?* Although it did
not comment directly on the standards issue, Iridium explainsin its petition for extension of
CALEA's compliance deadline that, as a satellite provider, it went to great lengths during the last
four years to analyze the technical implications that CALEA would have for its system, to discuss
the systems' intercept capabilities with the government, and to explore electronic surveillance
architecture solutions particular to its system.®’ To date, however, law enforcement officials
have been unwilling to "state in writing that Iridium's approach is compliant with CALEA."%®
Iridium further notes that there is no safe harbor for satellite providers.?® Globalstar, another
satellite provider, aso in the context of advocating an extension of CALEA's compliance date,
comments on the unique difficulties faced by satellite service providers.?®® Although Globalstar
has received non-common carrier status, and is therefore not subject to the Act, it explains that
the ability of other satellite carriers to meet CALEA's capability requirements is complicated by

3 AMTA Comments, at 2.

Zd. at 4.

5 |d. at 5.

%6 See e.g., Nextel Reply Comments, at 15 n. 38; AMTA Comments, at 2.

37 Joint Petition For an Extension of the CALEA Assistance Capability Compliance Date by Iridium United
States, L.P., and Motorola, Inc., CC Docket No. 97-213, filed on June 30, 1998, at 6 (Iridium Petition for
Extension).

28 d. at 11.

2 |d. ati.

20 Globalstar, L.P. Reply Comments for Petitions for Extension of Compliance Deadline, at 2-3.
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the facts that the Attorney General has not adopted capacity standards for satellite services and
that global satellite systems must receive multiple authorizations from the countries they serve.®*

140. AirTouch maintains that the problems faced by the paging industry illustrate the
difficulties faced by these other carriersin dealing with law enforcement. As AirTouch explains,
"[t]he paging industry has long accommodated law enforcement's interception needs by furnishing
‘clone’ pagers’ and until recently the FBI has given the paging industry the impression that doing
o satisfies CALEA's requirements.* AirTouch contends the FBI has only recently declared that
"'clon€' pager-based interceptions have only limited effectiveness and utility, and fail to fully meet
CALEA's Section 103 requirements."?*

141. We seek comment on what role, if any, the Commission can or should play in
assisting those telecommunications carriers not covered by JSTD-025 to set standards for, or to
achieve compliance with, CALEA's requirements. Insofar as such carriers argue that CALEA
contemplates multiple or different standards for services such as paging, digital dispatch and
wireless data,*** we seek comment regarding how our determinations regarding J-STD-025, the
FBI's punch list items, and location and packet-mode information will affect the requirements and
standards already adopted or currently being established by these other industry segments. For
example, can the Commission's determinations in this rulemaking proceeding be adapted to these
other technologies? Further, we request comment on if and how we should consider the impact
of the technical requirements we ultimately adopt in this proceeding on these other technologies
and services.

G. Other Matters

142.  Section 109(b) of CALEA lays out a detailed regime under which
telecommunications carriers or any other interested person may petition the Commission to
determine whether, for equipment, facilities, or services installed or deployed after January 1,
1995, compliance with the Section 103 assistance capability requirements is "reasonably
achievable" The Attorney Genera must be notified of the petition, and the Commission must
make a determination under the "reasonably achievable" standard within one year after the date
such apetition isfiled. When considering any such petition under the "reasonably achievable”
standard, "the Commission shall determine whether compliance would impose significant difficulty

21d. at 4. Seealso supra 131 & n.57.

22 AjrTouch Comments on Petitions for Extension of Compliance Deadline, at 5.
23 d.

24 Nextel Reply Comments, at 4.
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or expense on the carrier or on the users of the carrier's systems." Eleven factors are to be
considered by the Commission in determining whether compliance with the assistance capability
requirements of Section 103 is reasonably achievable.”*

143. If the Commission determines that compliance with the assistance capability
requirements of Section 103 is not reasonably achievable, the affected carrier may petition the
Attorney General to pay for the additional, reasonable costs necessary to make compliance
reasonably achievable. The Attorney General may agree to compensate the affected carrier for
the "additional reasonable costs' of complying with the assistance capability requirements of
Section 103. If the Attorney General does not agree to pay such additional reasonable costs, the
affected carrier would be deemed to be in compliance with CALEA's capability requirements.?*

144. Asdiscussed in paragraph 18, supra, in March 1998 CDT submitted a petition for
rulemaking to the Commission. Inits petition, CDT requests relief from the Commission under
section 109 (as well as section 107) of CALEA. CDT argues that "compliance with CALEA is
not reasonably achievable with respect to equipment, facilities, and services deployed after

5 Those factors are:

The effect [of compliance] on public safety and national security;

The effect [of compliance] on rates for basic residentia telephone service;

The need to protect the privacy and security of communications not authorized to be intercepted;
The need to achieve the capability assistance requirements of Section 103 by cost-effective
methods,

The effect [of compliance] on the nature and cost of the equipment, facility, or service at issue;
The effect [of compliance] on the operation of the equipment, facility, or service at issue;

The policy of the United States to encourage the provision of new technologies and services to the
public;

The financial resources of the telecommunications carrier;

The effect [of compliance] on competition in the provision of telecommunications services;

The extent to which the design and development of the equipment, facility, or service was initiated
before January 1, 1995;

Ll Such other factors as the Commission determines are appropriate.

47 U.S.C. § 1008(b)(1).

2% 47 U.S.C. §1008(b)(2). We aso note that section 109 provides that "[t]he Attorney General may, subject to
the availability of appropriations, agree to pay telecommunications carriers for al reasonable costs directly
associated with the modifications performed by carriers in connection with equipment, facilities, and services
installed or deployed on or before January 1, 1995, to establish the capabilities necessary to comply with Section
103." 47 U.S.C. §1008(a). If the Attorney General does not agree to pay all reasonable costs directly related to
such modifications, the "equipment, facility, or service [deployed on or before January 1, 1995] shall be considered
to be in compliance with the assistance capability requirements of Section 103 until the equipment, facility, or
serviceis replaced or significantly upgraded or otherwise undergoes major modification.” 47 U.S.C. § 1008(d).
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January 1, 1995, for the simple reason that carriers have had to make changes to their systems not
knowing what was required to comply with CALEA."*" Lack of a CALEA standard, or a dispute
about the CALEA standard, however, is not grounds for a rulemaking under section 109. Rather,
a section 109 determination by the Commission presupposes that the final requirements that must
be met by telecommunications carriers under Section 103 are in place. Those requirements,
however, are still in dispute. Accordingly, we are herein dismissing without prejudice that portion
of CDT's petition that relies on section 109.

145. Finaly, asdiscussed in paragraphs 16-17, supra, in July 1997 CTIA filed a petition
for rulemaking requesting that the Commission establish a standard to implement the mandates of
Section 103, and in March 1998 DoJ/FBI submitted a motion to dismiss that petition on the
grounds that the December 1997 adoption of JSTD-025 rendered CTIA's petition moot. CTIA
agrees with DoJ/FBI that its petition is moot, both because the adoption of the industry interim
standard supersedes its request for the Commission to establish a CALEA standard by rule and
because its request in its petition to extend the CALEA compliance deadline has been addressed in
this proceeding.*® We agree. Accordingly, we herein dismiss as moot CTIA's July 16, 1997
Petition for Rulemaking.**

V.
PROCEDURAL INFORMATION

A. Scope of Proceeding

146. With this Further Notice of Proposed Rulemaking, we propose rules to implement
CALEA pursuant to section 229 of the Communications Act of 1934, as amended, 47 U.S.C.
section 229. The proposed action is also authorized by sections 1, 4, 301, 303, and 332 of the
Communications Act of 1934, as amended, and section 107(b) of CALEA, 47 U.S.C. sections
151, 154, 301, 303, 332, and 1006(b). We encourage interested parties to comment not only on
the specific proposals that are contained in this Further NPRM but also to provide alternatives to
our recommendations and proposed rules that they believe will enable us to implement CALEA
efficiently and effectively. We further request that commenters include their recommendations
and the text of specific proposed rulesin their initial comments, so that other parties will have the
opportunity to comment on those proposals in their reply comments.

27 CDT Petition, at 16.

28 CTIA filed separate comments in response to the April 20, 1998 Public Notice which sought comment on
whether CTIA's Petition for Rulemaking should be dismissed as moot. See CTIA Comments, at 6.

%9 47 C.F.R. § 1.401(e).
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B. Ex Parte

147. Thisis a permit-but-disclose notice and comment rulemaking proceeding. Ex parte
presentations are permitted, except during the Sunshine Agenda period, provided they are
disclosed as provided in the Commission'srules. See generally 47 C.F.R. sections 1.1202,
1.1203, 1.1206(a)(1), and 1.1206(b).

C. Initial Regulatory Flexibility Analysis

148. Asrequired by the Regulatory Flexibility Act (RFA),*° the Commission has
prepared an Initial Regulatory Flexibility Analysis (IRFA) of the expected significant economic
impact on small entities by the policies and rules suggested in this Communications Assistance for
Law Enforcement Act, Further Notice of Proposed Rulemaking (CALEA Further NPRM).
Written public comments are requested on the IRFA. Comments must be identified as responses
to the IRFA and must be filed by the deadlines for comments on the CALEA Further NPRM
provided above on the first page, in the heading. The Secretary shall send a copy of the CALEA
Further NPRM, including the IRFA, to the Chief Counsel for Advocacy of the Small Business
Administration (SBA) in accordance with paragraph 603(a).”*

l. Need for and Objectives of the Proposed Rules: This Further Notice of
Proposed Rulemaking responds to the legidative mandate contained in the Communications
Assistance for Law Enforcement Act, Pub. L. No. 103-414, 108 Stat. 4279 (1994) (codified as
amended in sections of 18 U.S.C. and 47 U.S.C.).

. Legal Basis: The proposed action is authorized under the Communications
Assistance for Law Enforcement Act, Pub. L. No. 103-414, 108 Stat. 4279 (1994) (codified as
amended in scattered sections of 18 U.S.C. and 47 U.S.C.). The proposed action is also
authorized by sections 1, 4, 201, 202, 204, 205, 218, 229, 332, 403 and 503 of the
Communications Act of 1934, as amended, 47 U.S.C. sections 151, 154, 201-205, 218, 229, 301,
303, 312, 332, 403, 501 and 503.

[I1.  Description and Estimate of the Number of Small Entities To Which the
Proposed Rules Will Apply: The proposals set forth in this proceeding may have a significant
economic impact on a substantial number of small telephone companies identified by the SBA.
We seek comment on the obligations of atelecommunications carrier for the purpose of

®5U.S.C. §603.

%! The Regulatory Flexibility Act, 5 U.S.C. 8§ 601 et seq. has been amended by the Contract with America
Advancement Act of 1996, Pub. L. No. 104-121, 110 Stat. 847 (1996) (CWAAA). Title Il of the CWAAA isthe
"Small Business Regulatory Enforcement Act of 1996" (SBREFA).
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complying with CALEA.

149. The RFA generally defines"small entity" as having the same meaning as the term
"small business,” "small organization," and "small governmenta jurisdiction” and the same
meaning as the term "small business concern” under the Small Business Act, unless the
Commission has developed one or more definitions that are appropriate to its activities.>* Under
the Small Business Act, a"small business concern” is one that: (1) isindependently owned and
operated; (2) is not dominant in its field of operation; and (3) meets any additional criteria
established by the Small Business Administration (SBA).>* The SBA has defined a small business
for Standard Industrial Classification (SIC) categories 4812 (Radiotel ephone Communications)
and 4813 (Telephone Communications, Except Radiotel ephone) to be small entities when they
have fewer than 1,500 employees.”* We firgt discuss generally the total number of small
telephone companies falling within both of those SIC categories. Then, we discuss the number of
small businesses within the two subcategories, and attempt to refine further those estimates to
correspond with the categories of telephone companies that are commonly used under our rules.

150. Telephone Companies (S C 483). Consistent with our prior practice, we shall
continue to exclude small incumbent LECs from the definition of a small entity for the purpose of
this IRFA.> Nevertheless, as mentioned above, we include small incumbent LECsin our |RFA.
Accordingly, our use of the terms"small entities' and "small businesses" does not encompass
"small incumbent LECs." We use the term "small incumbent LECS" to refer to any incumbent
L ECsthat arguably might be defined by SBA as"small business concerns."?*®

%25 U.S.C. 8 601(3) (incorporating by reference the definition of "small business concern” in 5 U.S.C. § 632).
Pursuant to 5 U.S.C. § 601(3), the statutory definition of a small business applies "unless an agency after
consultation with the Office of Advocacy of the Small Business Administration and after opportunity for public
comment, establishes one or more definitions of such term which are appropriate to the activities of the agency and
publishes such definition in the Federal Register."

15 U.S.C. §632. e, e.g., Brown Transport Truckload, Inc. v. Southern Wipers, Inc., 176 B.R. 82
(N.D. Ga. 1994).

* 13 C.F.R. §121.201.

%5 See Implementation of the Local Competition Provisions in the Telecommunications Act of 1996, First
Report and Order, 11 FCC Rcd 15499 (1996) at 111 1328-30, 1342 (Local Competition First Report and Order).
We note that the U.S. Court of Appeals for the Eighth Circuit has stayed the pricing rules developed in the Local
Competition First Report and Order, pending review on the merits. lowa Utilities Board v. FCC, No. 96-3321 (8th
Cir., Oct. 15, 1996).

%6 See 13 C.F.R. §121.210 (SIC 4813).
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151. Total Number of Telephone Companies Affected. Many of the decisions and rules
adopted herein may have a significant effect on a substantial number of the small telephone
companies identified by SBA. The United States Bureau of the Census (the Census Bureau)
reports that, at the end of 1992, there were 3,497 firms engaged in providing telephone services,
as defined therein, for at least one year.®” This number contains a variety of different categories
of carriers, including local exchange carriers, interexchange carriers, competitive access providers,
cellular carriers, mobile service carriers, operator service providers, pay telephone operators, PCS
providers, covered SMR providers, and resellers. Some of these providers -- for example, all
SMR providers -- are not covered by this Further NRPM, and it seems certain that some of the
3,497 telephone service firms may not qualify as small entities or small incumbent LECs because
they are not "independently owned and operated."*® For example, a PCS provider that is
affiliated with an interexchange carrier having more than 1,500 employees would not meet the
definition of asmall business. It seems reasonable to conclude, therefore, that fewer than 3,497
telephone service firms are small entity telephone service firms or small incumbent LECs that may
be affected by this Further NPRM.

152. Wireline Carriersand Service Providers. SBA has developed a definition of small
entities for telephone communications companies other than radiotelephone (wireless) companies.
The Census Bureau reports that, there were 2,321 such telephone companies in operation for at
least one year at the end of 1992.%° According to SBA's definition, a small business telephone
company other than a radiotel ephone company is one employing fewer than 1,500 persons.® Al
but 26 of the 2,321 non-radiotelephone companies listed by the Census Bureau were reported to
have fewer than 1,000 employees. Thus, even if all 26 of those companies had more than 1,500
employees, there would still be 2,295 non-radiotel gphone companies that might qualify as small
entities or small incumbent LECs. Although it seems certain that some of these carriers are not
independently owned and operated, we are unable at this time to estimate with greater precision
the number of wireline carriers and service providers that would qualify as small business
concerns under SBA's definition. Consequently, we estimate that there are fewer than 2,295 small
entity telephone communications companies other than radiotel ephone companies that may be
affected by the decisions and rules recommended for adoption in this NPRM.

=7 United States Department of Commerce, Bureau of the Census, 1992 Census of Transportation,
Communications, and Utilities: Establishment and Firm Sze, at Firm Size 1-123 (1995) ("1992 Census").

8 15 U.S.C. § 632(a)(1).
%9 1992 Census, supra, at Firm Size 1-123.
%013 C.F.R. §121.201, Standard Industrial Classification (SIC) Code 4812.
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153. Local Exchange Carriers. Neither the Commission nor SBA has developed a
definition of small providers of local exchange services (LECs). The closest applicable definition
under SBA rulesisfor telephone communications companies other than radiotel ephone (wireless)
companies. The most reliable source of information regarding the number of LECs nationwide of
which we are aware appears to be the data that we collect annually in connection with the
Telecommunications Relay Service (TARS). According to our most recent data, 1,347
companies reported that they were engaged in the provision of local exchange services.
Although it seems certain that some of these carriers are not independently owned and operated,
or have more than 1,500 employees, we are unable at this time to estimate with greater precision
the number of LECs that would qualify as small business concerns under SBA's definition.
Consequently, we estimate that there are fewer than 1,347 small incumbent LECs that may be
affected by the decisions and rules recommended for adoption in this NPRM.

261

154. Interexchange Carriers. Neither the Commission nor SBA has developed a
definition of small entities specifically applicable to providers of interexchange services (1XCs).
The closest applicable definition under SBA rulesis for telephone communications companies
other than radiotelephone (wireless) companies. The most reliable source of information
regarding the number of 1XCs nationwide of which we are aware appears to be the data that we
collect annually in connection with TARS. According to our most recent data, 130 companies
reported that they were engaged in the provision of interexchange services.®? Although it seems
certain that some of these carriers are not independently owned and operated, or have more than
1,500 employees, we are unable at this time to estimate with greater precision the number of IXCs
that would qualify as small business concerns under SBA's definition. Consequently, we estimate
that there are fewer than 130 small entity I XCs that may be affected by the decisions and rules
recommended for adoption in this NPRM.

155. Competitive Access Providers. Neither the Commission nor SBA has developed a
definition of small entities specifically applicable to providers of competitive access services
(CAPs). The closest applicable definition under SBA rulesis for telephone communications
companies other than radiotelephone (wireless) companies. The most reliable source of
information regarding the number of CAPs nationwide of which we are aware appears to be the
data that we collect annually in connection with the TARS. According to our most recent data,
57 companies reported that they were engaged in the provision of competitive access services.

%! Federal Communications Commission, CAB, Industry Analysis Division, Telecommunications Industry
Revenue: TARS Fund Worksheet Data, Thl. 21 (Average Total Telecommunications Revenue Reported by Class of
Carrier) (December, 1996) ("TARS Worksheet").

%2 TARS Workshest.

%313 C.F.R. §121.201, SIC 4813.
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Although it seems certain that some of these carriers are not independently owned and operated,
or have more than 1,500 employees, we are unable at this time to estimate with greater precision
the number of CAPs that would qualify as small business concerns under SBA's definition.
Consequently, we estimate that there are fewer than 57 small entity CAPs that may be affected by
the decisions and rules recommended for adoption in this NPRM.

156. Operator Service Providers. Neither the Commission nor SBA has developed a
definition of small entities specifically applicable to providers of operator services. The closest
applicable definition under SBA rulesisfor telephone communications companies other than
radiotelephone (wireless) companies. The most reliable source of information regarding the
number of operator service providers nationwide of which we are aware appears to be the data
that we collect annually in connection with the TARS. According to our most recent data, 25
companies reported that they were engaged in the provision of operator services.®® Although it
seems certain that some of these companies are not independently owned and operated, or have
more than 1,500 employees, we are unable at this time to estimate with greater precision the
number of operator service providers that would qualify as small business concerns under SBA's
definition. Consequently, we estimate that there are fewer than 25 small entity operator service
providers that may be affected by the decisions and rules recommended for adoption in this
NPRM.

157. Wireless (Radiotelephone) Carriers. SBA has developed a definition of small
entities for radiotel ephone (wireless) companies. The Census Bureau reports that there were
1,176 such companies in operation for at least one year at the end of 1992.%* According to
SBA's definition, a small business radiotel ephone company is one employing fewer than 1,500
persons.?®® The Census Bureau aso reported that 1,164 of those radiotelephone companies had
fewer than 1,000 employees. Thus, even if al of the remaining 12 companies had more than
1,500 employees, there would still be 1,164 radiotelephone companies that might qualify as small
entitiesif they are independently owned are operated. Although it seems certain that some of
these carriers are not independently owned and operated, we are unable at this time to estimate
with greater precision the number of radiotelephone carriers and service providers that would
qualify as small business concerns under SBA's definition. Consequently, we estimate that there
are fewer than 1,164 small entity radiotel ephone companies that may be affected by the decisions
and rules recommended for adoption in this NPRM.

%4 d.
%5 1992 Census, supra, at Firm Size 1-123.
%613 C.F.R. §121.201, Standard Industrial Classification (SIC) Code 4812.
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158. Cellular and Mobile Service Carriers. In an effort to further refine our calculation
of the number of radiotelephone companies affected by the rules adopted herein, we consider the
categories of radiotelephone carriers, Cellular Service Carriers and Mobile Service Carriers.
Neither the Commission nor the SBA has developed a definition of small entities specifically
applicable to Cellular Service Carriers and to Mobile Service Carriers. The closest applicable
definition under SBA rules for both servicesis for telephone companies other than radiotelephone
(wireless) companies. The most reliable source of information regarding the number of Cellular
Service Carriers and Mobile Service Carriers nationwide of which we are aware appears to be the
data that we collect annually in connection with the TARS. According to our most recent data,
792 companies reported that they are engaged in the provision of cellular services and 117
companies reported that they are engaged in the provision of mobile services®’ Although it
seems certain that some of these carriers are not independently owned and operated, or have more
than 1,500 employees, we are unable at this time to estimate with greater precision the number of
Cellular Service Carriers and Mobile Service Carriers that would qualify as small business
concerns under SBA's definition. Consequently, we estimate that there are fewer than 792 small
entity Cellular Service Carriers and fewer than 138 small entity Mobile Service Carriers that might
be affected by the actions and rules adopted in this NPRM.

159. Broadband PCSLicensees. The broadband PCS spectrum is divided into six
frequency blocks designated A through F, and the Commission has held auctions for each block.
The Commission defined "small entity” for Blocks C and F as an entity that has average gross
revenues of less than $40 million in the three previous calendar years.®® For Block F, an
additional classification for "very small business’ was added, and is defined as an entity that,
together with its affiliates, has average gross revenues of not more than $15 million for the
preceding three calendar years.?®® These regulations defining "small entity" in the context of
broadband PCS auctions have been approved by SBA.?® No small businesses within the SBA-
approved definition bid successfully for licensesin Blocks A and B. There were 90 winning
bidders that qualified as small entities in the Block C auctions. A total of 93 small and very small
business bidders won approximately 40% of the 1,479 licenses for Blocks D, E, and F. However,
licenses for Blocks C through F have not been awarded fully, therefore there are few, if any, small

%7 TARS Worksheet, at Thl. 1 (Number of Carriers Reporting by Type of Carrier and Type of Revenue).

%8 See Amendment of Parts 20 and 24 of the Commission's Rules -- Broadband PCS Competitive Bidding and
the Commercial Mobile Radio Service Spectrum Cap, Report and Order, FCC 96-278, WT Docket No. 96-59,
paras. 57-60 (June 24, 1996), 61 FR 33859 (July 1, 1996); see also 47 CFR § 24.720(b).

*|d,, at para. 60.

20 |mplementation of Section 309(j) of the Communications Act -- Competitive Bidding, PP Docket No. 93-253,
Fifth Report and Order, 9 FCC Rcd 5532, 5581-84 (1994).
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businesses currently providing PCS services. Based on this information, we conclude that the
number of small broadband PCS licenses will include the 90 winning C Block bidders and the 93
qualifying biddersin the D, E, and F blocks, for atotal of 183 small PCS providers as defined by
the SBA and the Commissioner's auction rules.

160. Resellers. Neither the Commission nor SBA has developed a definition of small
entities specifically applicable to resellers. The closest applicable definition under SBA rulesisfor
all telephone communications companies. The most reliable source of information regarding the
number of resellers nationwide of which we are aware appears to be the data that we collect
annually in connection with the TARS. According to our most recent data, 260 companies
reported that they were engaged in the resale of telephone services?”* Although it seems certain
that some of these carriers are not independently owned and operated, or have more than 1,500
employees, we are unable at this time to estimate with greater precision the number of resellers
that would qualify as small business concerns under SBA's definition. Consequently, we estimate
that there are fewer than 260 small entity resellers that may be affected by the decisions and rules
recommended for adoption in this NPRM.

V. Description of Projected Reporting, Recor dkeeping and Other Compliance
Requirements:

161. Therules proposed in the NPRM require telecommunications carriers to establish
policies and procedures governing the conduct of officers and employees who are engaged in
surveillance activity. Those proposed rules require telecommunications carriers to maintain
records of al interceptions of communications and call identification information. Further, those
proposed rules require telecommunications carriers classified as Class A companies pursuant to
47 U.S.C. 8 32.11 to file individually with the Commission a statement of its processes and
procedures used to comply with the systems security rules promulgated by the Commission.
Telecommunications carriers classified as Class B companies pursuant to 47 U.S.C. § 32.11 may
elect to either file a statement describing their security processes and procedures or to certify that
they observe procedures consistent with the security rules promulgated by the Commission.

162. We tentatively conclude that a substantial number of telecommunications carriers,
who have been subjected to demands from law enforcement personnel to provide lawful
interceptions and call-identifying information for a period time preceding CALEA, already havein
place practices for proper employee conduct and recordkeeping. We seek comment on this
tentative conclusion. As a practical matter, telecommunications carriers need these practices to

271 Id
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protect themselves from suit by persons who claim they were the victims of illegal surveillance.?”

By providing genera guidance regarding the conduct of carrier personnel and the content of
records in this Further NPRM, the Commission permits telecommunications carriers to use their
existing practices to the maximum extent possible. Thus, we tentatively conclude that the
additional cost to most telecommunications carriers for conforming to the Commission
regulations contained in this Further NPRM, should be minimal. We seek comment on this
tentative conclusion.

V. Significant Alternativesto Proposed Rules Which Minimize Significant
Economic Impact on Small Entities and Accomplish Stated Objectives:

163. Aswenoted in Part | of thisIRFA, supra, the need for the proposed regulationsis
mandated by Federa legidation. The legidation is specific on the content of employee conduct
and recordkeeping regulations for telecommunications carriers, which removes from Commission
discretion the consideration of alternative employee conduct and recordkeeping regulations for
smaller telecommunications carriers. The legidation, however, provides for Commission
discretion to formulate compliance reporting requirements for telecommunications carriers that
favor smaller telecommunications carriers, and in the NPRM the Commission exercised that
discretion by proposing rules that allow smaller carriers the option to file a certification of
compliance with the Commission instead of a statement of the policies, processes and procedures
they use to comply with the CALEA regulations.?”

VI. Federal Rulesthat May Overlap, Duplicate, or Conflict with the Proposed
Rules:

164. Aswenoted in Part | of thisIRFA, supra, the need for the proposed regulationsis
mandated by Federal legidation. The purpose of CALEA was to empower and require the Federal
Communications Commission and the Department of Justice to craft regulations pursuant to
specific statutory instructions. Because there were no other Federal Rules in existence before
CALEA was enacted, there are no duplicate Federal Rules. In addition, there are no overlapping,
duplicating, or conflicting Federal Rules to the Federal Rules proposed in this proceeding.

D. Notice and Comment Provisions

165. Pursuant to Sections 1.415 and 1.419 of the Commission's rules, 47 C.F.R. 8§
1.415, 1.419, interested parties may file comments on before December 14, 1998, and reply

%218 U.S.C. § 2520 provides for the recovery of civil damages by persons who endured illegal electronic
surveillance.

273 Id
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comments on or before January 13, 1999. Comments may be filed using the Commission's
Electronic Comment Filing System (ECFS) or by filing paper copies. See Electronic Filing of
Documents in Rulemaking Proceedings, 63 Fed. Reg. 24,121 (1998).

166. Comments filed through the ECFS can be sent as an electronic file via the Internet
to <http://www.fcc.gov/e-filelecfs.ntml>. Generaly, only one copy of an electronic submission
must be filed. If multiple docket or rulemaking numbers appear in the caption of this proceeding,
however, commenters must transmit one electronic copy of the comments to each docket or
rulemaking number referenced in the caption. 1n completing the transmittal screen, commenters
should include their full name, Postal Service mailing address, and the applicable docket or
rulemaking number. Parties may aso submit an electronic comment by Internet e-mail. To get
filing instructions for e-mail comments, commenters should send an e-mail to ecfs@fcc.gov, and
should include the following words in the body of the message, "get form <your e-mail address.”
A sample form and directions will be sent in reply.

167. Partieswho choose to file by paper must file an origina and four copies of al
comments, reply comments and supporting comments. If participants want each Commissioner to
receive a persona copy of their comments, an original plus nine comments must be filed. If more
than one docket or rulemaking number appear in the caption of this proceeding, commenters must
submit two additional copies for each additional docket or rulemaking number. All filings must be
sent to the Commission's Secretary, Magalie Roman Salas, Office of the Secretary, Federal
Communications Commission, The Portals, 445 Twelfth Street, SW., Room TW-A325,
Washington, D.C. 20554. Comments and reply comments will be available for public inspection
during regular business hours in the Office of the Secretary.

V. ORDERING CLAUSES

168. Accordingly, pursuant to sections 1, 4, 229, 301, 303, and 332 of the
Communications Act of 1934, as amended, and 107(b) of the Communications Assistance for
Law Enforcement Act, 47 U.S.C. sections 151, 154, 229, 301, 303, 332, and 1006(b), IT IS
ORDERED that this Further Notice of Proposed Rulemaking is hereby adopted. IT IS
FURTHER ORDERED that the Petition for Rulemaking filed by the Cellular
Telecommunications Industry Association on July 16, 1997 IS DISMISSED as moot. IT IS
FURTHER ORDERED that the Petition for Rulemaking filed by the Center for Democracy and
Technology 1S DISMISSED without prejudice to the extent the petition seeks relief under section
109 of CALEA, 47 U.S.C. section 1008. IT ISFURTHER ORDERED that the Commission
SHALL SEND acopy of this Further Notice of Proposed Rulemaking, including the Initia
Regulatory Flexibility Analysis, to the Chief Counsel for Advocacy of the Small Business
Administration.
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FEDERAL COMMUNICATIONS COMMISSION

Magalie Roman Salas
Secretary
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VI. APPENDIX OF COMMENTING PARTIES

Parties That Submitted Comments Regarding Standards Issues in Response to April 20, 1998
Public Notice:

AirTouch Communications, Inc.

AT&T Corporation

American for Tax Reform, Center for Technology Policy of the Free Congress Foundation, and
Citizens for a Sound Economy

Ameritech Operating Companies and Ameritech Mobile Communications, Inc.

BellSouth Corporation, Inc., BellSouth Telecommunications, Inc., BellSouth Cellular Corp.,
BellSouth Personal Communications, Inc., and Bell South Wireless Data, L,P.

Cellular Telecommunications Industry Association

Center for Democracy and Technology

Department of Justice and Federal Bureau of Investigation

Electronic Privacy Information Center, Electronic Frontier Foundation, and American Civil Liberties
Union

GTE

New York City Police Department

Nextel Communications, Inc.

Personal Communications Industry Association

PrimeCo Personal Communications, L.P.

SBC Communications, Inc. on behaf of its affiliates Southwestern Bell Telephone Company, Pacific
Bell, Nevada Bell, Southwestern Bell Wireless Inc., Southwestern Bell Mobile Systems, Inc., and
Pacific Bell Mobile Services, Inc.

Sprint Spectrum L.P. d/b/a Sprint PCS

Telecommunications Industry Association

United States Telephone Association

US West, Inc.

Parties That Submitted Reply Comments to Comments Regarding Standards | ssues:

AirTouch Communications, Inc.

American Mobile Telecommunications Association

AT&T Corporation

Bell Emergis - Intelligent Signalling Technologies

Cellular Telecommunications Industry Association

Center for Democracy and Technology

Denver (CO) Police Department

Department of Justice and Federal Bureau of Investigation
Drug Enforcement Administration
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Electronic Privacy Information Center, Electronic Frontier Foundation, and American Civil Liberties
Union

National Telephone Cooperative Association
New Jersey State Police

New York State Police Department

Nextel Communications, Inc.

Ocean County (NJ) Prosecutor's Office
PrimeCo Personal Communications, L.P.
Rura Cdllular Association

SBC Communications, Inc.
Telecommunications Industry Association
US West, Inc.

Wisconsin Division of Narcotics Enforcement
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Separ ate Statement of Commissioner Harold W. Furchtgott-Roth
Inre: Further Notice of Proposed Rulemaking

Communications Assistance for Law Enforcement Act

By this Further Notice of Proposed Rulemaking, the Commission initiates a
proceeding to resolve a dispute among industry, law enforcement, and privacy
interests over what technical requirements are necessary for various carriers to meet
the assistance capability requirements of the Communications Assistance for Law
Enforcement Act, Pub. L. No. 103-414, 108 Stat. 4279 (1994) (codified as amended
in Sections of 18 U.S.C. and 47 U.S.C.) ("CALEA"). | support the Further NPRM
as agood first step to resolving this dispute. Herein, however, | express two
concerns about our proposed approach and make a strong request for quantified
cost, benefit, and timing information.

My first concernis general. While trying to ensure (at considerable expense
to taxpayers, consumers, and industry) that law enforcement agencies are able to
obtain access to communications among people using common wireline, cellular,
and PCS telecommuni cations services, we may be disregarding inexpensive and
fairly obvious ways for malefactors to thwart our efforts by using other
communications technologies or techniques. Although | believe that, because
CALEA requires us to do so, we must ensure appropriate access to the common
telecommunications services, | aso believe that the practical limits on law
enforcement's reach should temper our willingness to burden consumers and
industry with significant discretionary expenses.

My more specific concern goes to our tentative conclusion that location
information about mobile wireless units is call-identifying information under
CALEA. Section 102(2) of CALEA defines call-identifying information as "dialing
or signaling information that identifies the origin, direction, destination, or
termination” of each communication. 47 U.S.C. 1001(2). Because the words
"origin,” "destination," and "termination” usually denote, at least partly, location, |
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believe that call-identifying information, by the plain meaning of Section 102,
includes location information about mobile wireless units.

Some parties, however, say there is good reason to believe Congress intended
amore limited meaning. See Center for Democracy and Technology, Petition for
Rulemaking Under Sections 107 and 109 of the Communications Assistance for
Law Enforcement Act (March 26, 1998). Accordingly, although | support the
Commission's tentative conclusion based on what | believe to be the plain meaning
of the law, | would welcome additional comment on whether, and on what basis, the
language of Section 102(2) should be read narrowly.

Finally, let me make a strong request for parties to submit quantified cost and
timing information.

In several places, CALEA makes explicit or implicit reference to cost issues.
In Section 107(b), for example, the Commission is directed to establish technical
requirements or standards that meet assistance capability requirements by "cost-
effective methods," and to "minimize the cost" of compliance on residential
ratepayers. |d. at 107(b)(1) and (3). CALEA also directs us to determine whether
compliance with the capability requirementsis "reasonably achievable," id. at
109(b)(1), and, with respect to call-identifying information, to determine what is
"reasonably available,” id. at 103(a)(2).

In order to properly meet our responsibilities under these provisions of
CALEA, | believe the Commission must understand the balance of costs and
benefits -- including implementation timing issues -- of the choices before us. | have
been disappointed by the level of specificity in the record to date. It does uslittle
good to be told that the implementation of some technical feature would or would
not be "difficult” or "expensive' or "take along time." Reliance on such qualitative
assessments make it nearly impossible for us to make reasoned decisions under
CALEA. Thus, | request that all parties, when addressing issues of cost or what is
"reasonably achievable" or "reasonably available," provide estimates, with as much
specificity and quantitative information as possible, the costs, benefits, and the time
necessary for industry to implement the technical requirements or standardsin
dispute.
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